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IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA,
COUNTY OF SAN DIEGO


STATE OF CALIFORNIA,	)	AFFIDAVIT FOR SEARCH WARRANT
FOR USE OF A CELL-SITE SIMULATOR TO LOCATE A CELLULAR DEVICE (312-805-5653)

Penal Code sections 638.50 et. seq., 1524(a)(12), and 1546.2(b)(1) and Title 18, United States Code, Sections 2705 and 3121-3124

	(ss.

COUNTY OF SAN DIEGO	)	No. _______________________________

I, XX, do on oath make complaint, say and depose the following on this XX day of XXX, 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
A. Target Telephone: cellular telephone number XXX, with IMEI number XXX, whose wireless provider is XXX, and whose listed subscriber is XXX.
B. To use, or cause to be used, a cell-site simulator anywhere in the County of San Diego to detect radio signals transmitted from the Target Telephone, in order to identify the general location of the Target Telephone.
C. The individuals operating the cell-site simulator shall use technology reasonably available to restrict the collection of radio signals used in the processing and transmitting of wire or electronic communications so as not to include the contents of any wire or electronic communication and ensure that the device is used with minimum interference with the services accorded to customers of such service.
D. Absent further order of the Court, other than distinguishing the Target Telephone from all other cellular devices, any information collected by the cell-site simulator pursuant to the warrant that is not assigned to the Target Telephone will be deleted and shall not be used by the investigative agency, or individuals operating the cell-site simulator, for any investigative purpose.
E. The Search Warrant shall be effective for no longer than 30 days from the date the warrant is signed by the Court, and its provisions may be executed as often as reasonably necessary, day or night, to identify the general location of the Target Telephone.
ITEMS TO BE COLLECTED AND EXAMINED
For the following property, to wit:  
1. Radio signals emitted by the Target Telephone for the purpose of communicating with cellular infrastructure, including towers that route and connect individual communications; and 
2. Radio signals emitted by the target cellular device in response to radio signals sent to the cellular device by the officers.
3. The Affiant does not seek authorization to intercept any telephone calls, text messages other electronic communications, or to seize any tangible property.  
AFFIANT’S QUALIFICATIONS


PROBABLE CAUSE
A. Target Telephone:
The [LE department] and the [United States Marshals Service] hereby apply for a Search Warrant/Order authorizing the use of a cell-site simulator device for a period of thirty (30) days from the date of the signed warrant on Target Telephone number XXX, with IMEI number XXX, whose wireless provider is XXXX, and whose listed subscriber is XXX, on the basis that there is probable cause to believe that the information to be obtained will aid in locating and apprehending XXX, fugitive from justice, wanted for a violation of XXX and subject to an arrest warrant issued XXX by the San Diego Superior Court in case number XXX.  Further, as the proposed warrant will also function as a pen register and/or trap and trace order under Penal Code section 638.50 et. seq. and Title 18, United States Code, Section 3123, the information to be received by the Warrant is relevant to the above listed investigation.  See  Title 18, United States Code, Sections 3122(a)(2) and (b)(2) and 3123(a)(2).  This application is based on the affidavit of XXX.
B. Cell-Site Simulator:
A cell-site simulator constitutes a "pen register" device within the meaning of Penal Code section 638.50 et. seq. and Title 18, United States Code, Section 3127(3), in that it is "a device or process which records or decodes dialing, routing, addressing, or signaling information transmitted by an instrument or facility from which a wire or electronic communication is transmitted.” A cell-site simulator may also constitute a “trap and trace” device in that it is a “device or process which captures the incoming electronic or other impulses which identify the originating number or other dialing, routing, addressing, and signaling information reasonably likely to identify the source of a wire or electronic communication.”
A cell-site simulator detects radio signals that are emitted automatically at the time a cell phone is turned on, and periodically thereafter as long as the phone remains on, regardless of whether a call is being made, to communicate with the cellular infrastructure, including cell towers.  Investigators plan to send signals to the Target Telephone that will cause it, and non-target phones on the same provider network in close physical proximity, to emit unique identifiers (such as Electronic Serial Number (“ESN”) or International Mobile Subscriber Identification (“IMSI”) number), which will be obtained by the cell-site simulator technology, and that investigators will use the information collected to determine information pertaining to the physical location of the Target Telephone even if it is located inside a house, apartment, or other building or to determine the currently unknown identifiers of the Target Telephone.  The techniques do not intercept the content of communications, but rather search for signals emitted by the Target Telephone, which are identified through its identifying numbers (which are already known to law enforcement through other means).  
The Target Telephone and other cellular devices in the area might experience a temporary disruption of service from the service provider as a result of use of a cell-site simulator. Any potential service disruption to non-target devices would be temporary and all operations will be conducted to ensure the minimal amount of interference to non-target devices.  
In order to connect with the Target Telephone, the device may briefly exchange signals with all phones or other cellular devices in its vicinity.  These signals may include cell phone identifiers.  The device will not complete a connection with cellular devices determined not to be the Target Telephone, and law enforcement will limit collection of information from devices other than the Target Telephone.  To the extent that any information from a celluler device other than the Target Telephone is collected by the law enforcement device, law enforcement will delete that information.  Any information collected will be deleted as soon as the Target Telephone is located, and no less than once daily.  Prior to deploying equipment for another mission, the operator will verify that the equipment has been cleared of any previous operational information obtained pursuant to the warrant.  Further, the investigative agencies will make no affirmative investigative use of any non-target device information absent further order of the court, except to distinguish the Target Telephone from all other cellular devices.
C. Investigation: 
During the course of my duties, I have learned the following information based upon my discussions with the named witnesses or by having read the reports of or talked with other officers who have spoken directly with the named witness.  All references to dates refer to the current calendar year unless otherwise stated. All addresses are in the county of San Diego, State of California unless otherwise indicated. 

It is believed that XXXX has used and continues to use the Target Telephone on the basis of call records obtained from [carrier]. It is also believed that locating the Target Telephone will result in the location/apprehension of XXX and, further, that locating the Target Telephone will result in locating an instrumentality of the crime or evidence relating to the crime itself. 
OPINIONS AND CONCLUSIONS
Based on my training and experience, I also know that fugitives often attempt to change telephone numbers and/or change devices, but keep the same telephone number in an effort to avoid detection.  Accordingly, it is further requested that the authorization sought apply not only to telephone number XXX, but to any changed telephone number(s) subsequently assigned to the same International Mobile Subscriber Identity (IMSI), Mobile Subscriber Identification Number (MSID), Mobile Identification Number (MIN) and/or instrument bearing the same Electronic Serial Number (ESN), International Mobile Equipment Identity (IMEI), and/or Mobile Equipment Identifier (MEID); or any new IMSI, MSID, MIN, ESN, IMEI and/or MEID, whether the changes occur consecutively or simultaneously, listed to the same subscriber and wireless telephone account number as the Target Telephone within the period authorized by the warrant/order.
Based on my training and experience, I know that fugitives often move around at all hours of the day and night in order to avoid law enforcement detection; because of this, fugitives are often unpredictable when and where they decide to rest or “lay their head” in one place.  Accordingly, I further request that the Court authorize execution of the warrant at any time of day or night, owing to the potential need to locate the Target Device outside of daytime hours.
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948, I respectfully request this search warrant and affidavit be sealed pending further order of court.  Without sealing, the search warrant and affidavit become a matter of public record within ten days (Penal Code section 1534(a)). Based on my training and experience and that of other law enforcement personnel with whom I have spoken, I believe that persons who learn they are being investigated by law enforcement will temporarily cease their activities or means to communicate and avoid detection by law enforcement, thereby impeding or ending the investigation.  Furthermore, sealing is justified even against discovery by the defendant based on the governmental privilege allowing for the protection of the identity of informants pursuant to Evidence Code section 1041 (Swanson v. Superior Court (1989) 211 Cal.App.3d 332).  The sealing requested herein, however, is not based on denying discovery to the defendants when and if they are charged, but is being requested to merely prohibit public disclosure which could surely undermine the continuing investigation herein and could jeopardize individuals cooperating with law enforcement in this case. 
Based on the information provided in this application, I believe that the disclosure of the requested warrant may result in the flight from potential prosecution or the destruction of or tampering with evidence, or may otherwise seriously jeopardize the investigation.  Further, the exact nature of the cell-site simulator and its configuration is a law enforcement sensitive investigative technique, the disclosure of which would likely jeopardize other on-going investigations and future use of the technique. Therefore, pursuant to the California Penal Code, I further request that the Court Seal this record in the proposed Warrant filed concurrently herewith, not to disclose in any manner, to the listed subscriber for the Target Device, or to any other person, the existence of this affidavit and court order, any accompanying attachments, the issued Search Warrant and any warrant return, in full or redacted form, or of this investigation unless otherwise ordered by this court.  See also Title 18, United States Code, Section § 3123(d) (governing sealing of pen-trap orders and the non-disclosure by service providers of the existence of pen-trap devices or investigation to the subscriber or any other person until otherwise ordered by the Court).  
Therefore, I request that this affidavit and search warrant be sealed unless and until otherwise ordered by the court See also Federal Rule of Criminal Procedure 41(f)(3) and Title 18, United States Code, Sections 2705 and 3013a(b). I further request, based on the facts stated herein and the ongoing investigation, that the Court authorize notification of the search warrant (pursuant to Penal Code section 1528 through 1535) to be limited only to the wireless carrier(s). 
[bookmark: _GoBack]I request that law enforcement officers executing this warrant be excused from the immediate receipt requirement of Penal Code section 1535.  If the fugitive from justice or user of the Target Device was aware that a warrant was executed to allow for a tracking of the Target Device with the use of a cell-site simulator, it would alert the user/subscriber to law enforcement’s ongoing investigation and prompt the person to discard or “dump” the Target Device, jeopardizing further efforts to locate the fugitive and future investigations, and potentially endangering law enforcement personnel (and innocent bystanders) during the execution of any arrest warrant.  Accordingly, I request pursuant to Penal Code section 1526.2(b)(1), that the Court authorize the officer executing the warrant to delay notice of the inventory / receipt upon the subscriber until 90 days from the end of the period of authorized surveillance.  This delay is justified because there is reasonable cause to believe that providing immediate notification of the warrant may have an adverse result, as discussed above.  See also Federal Rule of Criminal Procedure 41(f)(3) and Title 18, United States Code, Sections 2705 and 3013a(b). I further request, based on the facts stated herein and the ongoing investigation, that the Court authorize notification of the search warrant (pursuant to Penal Code section 1528 through 1535) to be limited only to the wireless carrier(s).  
Based upon the above listed facts and circumstances, I believe there is probable cause to believe that the fugitive is currently in possession of the aforementioned cellular device.  I also believe that the fugitive will be located with the information requested in this affidavit, ultimately leading to an arrest and ensuring public safety.  Therefore, I am respectfully 
DEFERRED AND/OR DELAYED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.  See also Federal Rule of Criminal Procedure 41(f)(3), and Title 18, United States Code, Sections 2705 and 3103a(b).
If the fugitive from justice or user of the Target Telephone was aware that a warrant was executed to allow for a tracking of the Target Telephone with the use of a cell-site simulator, it would alert the user/subscriber to law enforcement’s ongoing investigation and prompt the person to discard or “dump” the Target Telephone, jeopardizing further efforts to locate the fugitive and future investigations, and potentially endangering law enforcement personnel (and innocent bystanders) during the execution of any arrest warrant. 
In certain situations, an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.  See also Title 18, United States Code, Section § 3123(d) (governing non-disclosure by service providers of the existence of pen-trap devices or investigation to the subscriber or any other person until otherwise ordered by the Court). 
I believe that there is good cause to believe that notification to the subject of electronic request or the subscriber would create an adverse result for the following reasons:
If the fugitive from justice or user of the Target Telephone was aware that a warrant was executed to allow for a tracking of the Target Telephone with the use of a cell-site simulator, it would alert the user/subscriber to law enforcement’s ongoing investigation and prompt the person to discard or “dump” the Target Telephone, jeopardizing further efforts to locate the fugitive and future investigations, and potentially endangering law enforcement personnel (and innocent bystanders) during the execution of any arrest warrant. 
Based on these reasons, I am requesting that notification to the subject of electronic search by law enforcement and/or the electronic communication service subscriber be delayed for an additional ninety (90) days.
REQUEST TO DELAY WARRANT RETURN
          Additionally, you affiant is requesting that the return of the warrant be delayed beyond the normal 10 days.  I request that law enforcement officers executing this warrant be excused from the immediate receipt requirement of Penal Code section 1535.  If the fugitive from justice or user of the Target Device was aware that a warrant was executed to allow for a tracking of the Target Device with the use of a cell-site simulator, it would alert the user/subscriber to law enforcement’s ongoing investigation and prompt the person to discard or “dump” the Target Device, jeopardizing further efforts to locate the fugitive and future investigations, and potentially endangering law enforcement personnel (and innocent bystanders) during the execution of any arrest warrant.  Accordingly, I request pursuant to Penal Code section 1526.2(b)(1), that the Court authorize the officer executing the warrant to delay notice of the inventory / receipt upon the subscriber until 90 days from the end of the period of authorized surveillance.  This delay is justified because there is reasonable cause to believe that providing immediate notification of the warrant may have an adverse result, as discussed above.  See also Federal Rule of Criminal Procedure 41(f)(3) and Title 18, United States Code, Sections 2705 and 3013a(b). I further request, based on the facts stated herein and the ongoing investigation, that the Court authorize notification of the search warrant (pursuant to Penal Code section 1528 through 1535) to be limited only to the wireless carrier(s).  
This is based upon the fact that the warrant authorizes the use of the cell-site simulator on more than one occasion during the 30 day period.  Based upon this, I am requesting that the warrant return be delayed until 90 days after the expiration of the warrant.  
          Based upon the above listed facts and circumstances, I believe there is probable cause to believe that the fugitive is currently in possession of the aforementioned cellular device.  I also believe that the fugitive will be located with the information requested in this affidavit, ultimately leading to an arrest and ensuring public safety.  Therefore, I am respectfully requesting that a search warrant be issued in this case.
          Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code sections 638.50 et. seq., 1524(a)(12), and 1546.2(b)(1), and Federal Rule of Criminal Procedure 41 and Title 18, United States Code, Sections 2705 and 3121-3123.        
          I, the affiant, hereby pray that a search warrant issued for the items listed above, good cause being shown.
          This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXX.

Given under my hand and dated this ____day of XXX, 20XX.

							________________________________

								Affiant

Subscribed and sworn to before me 
This_____day of XXXX, 20XX, 
at _______________a.m./p.m.

_____________________________

Judge of the Superior Court
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