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CERTIFIED FOR DELAYED AND DEFERRED NOTICE
IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 
COUNTY OF SAN DIEGO
SEARCH WARRANT and COURT ORDER
No. __________________________

The People of the State of California, to any peace officer in the County of San Diego:
Proof, by affidavit having been this day made before me by XXXXXX, a peace officer employed by the [LAW ENFORCEMENT AGENCY], that there is substantial probable cause pursuant to Penal Code sections 1524, 638.50 et. seq. and 1546.2(b)(1) and Title 18, United States Code, Sections 3121-3126, 2703(b) and (c), and 2705(a)(1), for the issuance of a search warrant and court order for the use/activation/installation of a pen register, mobile pen register, and trap/trace device and to collect and preserve such data as may be provided, during the time authorized under this order (60 days), good cause being shown therefore;
The court further finds that that the information to be obtained by such installation and use is relevant to an ongoing criminal investigation being conducted by [LE Agency] of [target] in connection with possible violations of California law including, but not limited to: [Crime Code section).
[bookmark: _GoBack]The court further finds that LA Clear is a government entity under CalECPA, Cal. Penal Code § 1546(i), and is authorized to execute this Order and/or receive the results. 
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
A. The records in the constructive or actual possession of the California corporation known as  Facebook Inc., located at 1601 Willow Rd., Menlo Park, California 94025, the search is to include the premises and all record storage areas and all parts therein.
B. [bookmark: _Hlk515526531]All other Providers of Service as defined in 18 USC 2510(15) and Telecommunications Companies, and their subsidiaries, whether specifically listed or not;


NOTE:  Further, it is required that the request to track the real-time data, either historically or prospectively, and to receive information from any pen register or trap/trap device be served on all cell phone providers/carriers and internet service providers, by the listed primary company, due to the cell towers utilized by each and the agreement among the companies to share information relating to GPS location and information captured by the use of pen registers and trap/trace devices.  Each company owns or rents cellular towers to other companies.  If all companies are listed in the warrant, then no matter whose tower the signal is “pinging” off of or being captured from, the company must provide the requested data.  This will allow for the most reliable tracking of the suspect as well as the most reliable and accurate data upon which to determine where the suspect is and who if anyone is assisting them.  If a company is not listed in the warrant and the target account were to ping off of their tower, it would not yield as accurate results as they would not be required to report the data.  This would in turn needlessly prolong the search for the suspect and the time frame for the tracking requested.
ITEMS TO BE SEIZED
For the following property, to wit:  
1. All Facebook account information for profile ID’s 5555555555555555555 (INSERT SUSPECT NAME OR AKA HERE), 55555555555555555  (ANOTHER TARGET HERE IF ANY), 5555555555555555555 (CONTINUING LISTING TARGET NAMES IF MULTIPLE), for the date range of XXX to XXX, including but not limited to;
a. All registration information for the date range of XXX to XXX;
b. User Names and profile names for the date range of XXX to XXX;
c. E-mail addresses and passwords for the date range of XXX to XXX;
d. Any unique identifiers that would assist in identifying the device(s) associated with the account, including push notification tokens associated with the account (including Apple Push Notification (APN, Google Cloud Messaging (GCM), Microsoft Push Notification Service (MPNS), Windows Push Notification Service (WNS), Amazon Device Messaging (ADM), Fire Base Cloud Messaging, and Baidu Cloud Push, IMEI/ESN, serial numbers, and instrument number), MAC addresses, and IP addresses for the date range of XXX to XXX;
e. News feed and wall information, photos, links, videos, causes and notes for the date range of XXX to XXX;
f. Profile information for the date range of XXX to XXX;
g. Friends information for the date range of XXX to XXX;
h. Settings information (account, privacy, application) for the date range of XXX to XXX;
i. Private messages in the user’s inbox, sent messages, trash/deleted messages, notifications and updates for the date range of XXX to XXX;
j. Security questions, privacy control and credit card(s) information for the date range of XXX to XXX;
k. Chat information for the date range of XXX to XXX;
l. IP logs (which includes the date stamps of the IP logs at login), initial login IP address and account activity for the date range of XXX to XXX;
m. All location information for all check-ins for the TARGET ACCOUNT(S) including, but not limited to geo-location data and all other geo-tagging or geo-location related information for the date range of XXX to XXX;
n. Other information including name, address, phone number and other screen names that may tend to identify the user for the date range of XXX to XXX. 
o. Facebook Messenger – All messages and voice or audio clips/files associated with the above listed account accessed through Facebook Messenger. To include the text content of the messages or the audio content for the date range of XXX to XXX;
p. Facebook Messenger – All video calls, video clips, or movies including IP addresses, IMEI or MAC addresses, and date/times of connections associated with the above listed account accessed through Facebook Messenger for the date range of XXX to XXX.

2. The installation and use of a trap and trace device and a mobile pen register, to record or decode all non-content dialing, routing, addressing, or signaling information originating from or destined to the TARGET ACCOUNT(S) including Internet Protocol addresses, geo-location and geo-tagging data and related information, port number assignments, electronic mail header information excluding the contents of the email subject line, Internet Protocol packet header information, and to record the date and time of such transmissions, and to record the length of time of the communication for incoming or outgoing transmissions, for a period of 60 days from the date this order is filed by the court, that the tracing operations be without geographical limits, and that the installation and use be within the state of California;   
3. The installation and use of a trap and trace device and a mobile pen register, on the TARGET ACCOUNT(S), to capture and record the incoming electronic or other impulses which identify the originating numbers or other dialing, routing, addressing, or signaling information reasonably likely to identify the source of the of wire or electronic communication, and to record the date, time, and duration of communications created by such incoming impulses, for a period of 60 days from the date this order is filed by the court, that the tracing operations be without geographical limits, and that the installation and use be within the state of California;   
4. IT IS FURTHER ORDERED, pursuant to 18 United States Code Section 2703 (c)(d), 3122 and 3123 and California Penal Code Sections 629.90 and 629.91 that all other local, long distance or wireless carrier and their subsidiaries, and any other Internet Service Provider (ISP) and their subsidiaries, shall provide the Subscriber information including, but not limited to: name and billing address, communications activity, which includes all inbound and outbound communications on all accounts, incoming or outgoing, to and from the TARGET ACCOUNT(S), whether published or nonpublished (listed or unlisted), and blocked or unblocked, and communication detail reports, including historical messages and data sessions, interconnect and push to talk, to include cell site/sector/GPS (physical address) and continuing thru a period of 60 days from the date this order is filed by the court;
5.  IT IS FURTHER ORDERED, that all local, long distance and wireless carriers and their subsidiaries, and Internet Service Providers (ISP) and their subsidiaries shall furnish agents/officers **Law Enforcement Agency** forthwith all information requested.  All additional technical assistance necessary to accomplish the installation and use of the pen register and trap and trace device unobtrusively and with minimum interference with the services that are accorded the persons whose communications are the subject of the pen register and trap and trace device;
6. IT IS FURTHER ORDERED, that the local, long distance and wireless carriers and Internet Service Providers be compensated by the investigative agency for reasonable expenses incurred in providing technical assistance; and, the Court further finds that Applicant and Affiant have established probable cause to believe that the E911 location-based records, GPS precision location information or GPS mobile phone locator to include third party GPS location information assigned the Subject Telephone number will lead to Suspect’s arrest or will yield evidence of a crime and shall be provided. 
7. IT IS FURTHER ORDERED that the Peace Officer(s) to whom this Order/Warrant is issued and directed are authorized to serve the Order/Warrant on electronic surveillance personnel of LA Clear and that said LA Clear personnel are authorized, at the Peace Officer’s request, to provision the Order/Warrant with the relevant Service Provider(s) and receive all information authorized by it. The Affiant states that these authorizations are necessary to facilitate the service and execution of the Order/Warrant because as part of the joint ongoing criminal investigation, the Peace Officer intends and/or needs to rely on LA Clear’s technical capabilities and equipment, CALEA network connections to the target cellular device’s Service Provider, and expertise in collecting, monitoring, and analyzing the historical and real-time information and records requested.  Assistance by electronic surveillance personnel of LA Clear involved in joint law enforcement operations is necessary to support the Peace Officer in warrant service and execution as contemplated in, and authorized by, California Penal Code § 1530 (“A search warrant may in all cases be served by any of the officers mentioned in its directions, but by no other person, except in aid of the officer on his requiring it, he being present and acting in its execution”).  Additionally, LA Clear is a government entity under CalECPA, Cal. Penal Code § 1546(i), and is authorized to execute the Order or receive the results. 
8. Upon request of the **Law Enforcement Agency**, the TARGET ACCOUNT(S) shall remain active and in service, and the requesting agency shall assume any and all costs associated with this service. 
9. Good cause having been shown, IT IS FURTHER ORDERED, pursuant to 18 United States Code, Sections 3123(d) and 2705(b) and California Penal Code Sections 629.90, 629.91, and 1546.2(b)(1) that this order and application be sealed until otherwise ordered by the court, that the identity of any target(s) of the underlying criminal investigation may be redacted from any copy of this order to be served on any service provider or other person, and that the local, long distance and wireless carriers and the Internet Service Providers and their representatives, agents and employees shall not disclose in any manner, directly or indirectly, by any action or inaction, the existence of this order or the existence of the above-described investigation, to the listed subscriber for the TARGET ACCOUNT(S), the occupant of said premises, the subscribers of the incoming or outgoing communications from the TARGET ACCOUNT(S), or to any other person, in full or redacted form, unless or until otherwise ordered by the court.


ORDER TO DELAY NOTIFICATION TO TARGET OF WARRANT
The Court finds there is substantial probable cause to believe notification to the target(s) of the search warrant whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [LE Agency] is granted and that notification to the target(s) of the warrant is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO DEFER NOTIFICATION TO COMMUNICATION SERVICE SUBSCRIBER
The Court finds there is substantial probable cause to believe notification to the communication service subscriber(s) whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [LE Agency] is granted and that notification to the communication service subscriber(s) is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO CERTIFY RECORDS AS AUTHENTIC
The electronic communication service provider is further ordered to verify the authenticity of electronic information that it produces by providing an affidavit certifying that the records are true and correct.
Affiant shall bring the return report forthwith before me at the Superior Court of the State of California for the County of San Diego, or to any other court in which the offense in respect to which the property or things is triable, pursuant to sections 1536 and 1546 et. seq. of the California Penal Code.  Affiant shall thereafter retain in your custody the data or information subject to further order of the issuing magistrate or a court with jurisdiction over the matter, and shall dispose of said data only upon order of the issuing magistrate or a court with jurisdiction over the matter.
As required by Penal Code section 1546.1(d)(2), any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court.
[bookmark: Text36]	Given under my hand and dated this ___ day of XXXX, 20XX.
							__________________________________
Judge of the Superior Court 
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