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[bookmark: _GoBack]IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 
COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,	) 	AFFIDAVIT FOR SEARCH WARRANT	
ORDER AUTHORIZING the USE/INSTALLATION OF A PEN REGISTER and TRAP/TRACE DEVICE, INCLUDING “CALLER IDENTIFICATION FEATURE, SUBSCRIBER INFORMATION, CELL SITE INFORMATION, and GPS/PRECISION LOCATION INFORMATION

Penal Code sections 638.50 et. seq. and 1546.2(b)(1) and Title 18, United States Code, Sections 2703(b) and (c), 2705(a)(1), and 3121-3126
	(ss.
COUNTY OF SAN DIEGO	)	No. _______________________________

I, XXXXX , do on oath make complaint, say and depose the following on this ____day of XXXXXX, 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
A. The records storage areas and all parts therein of AT&T, which has a legal compliance office, located at 11760 U.S. Highway One, 6th Floor, North Palm Beach FL 33408 fax number (888) 938-4715,with an Agent for Service of Process in California located at CT Corporation System,818 West 7th Street,Los Angeles, California 90017; Qualified to do business in the State of California pursuant to Sections 2105 and 2110 of the California Corporations Code.
B. The premises and all parts therein where records are stored of the business known as BlackBerry Corporation, including all record storage areas of the business; attention:  Custodian of records, 5000 Riverside Drive, Suite 100E Irving, TX 75039; LE email:  PSO.US@blackberry.com; Agent:  Corporate Creations Network, 1430 Truxton Ave., 5th Floor, Bakersfield, CA 93301;
C. The premises and all parts therein where records are stored of the business known as Cellco Partnership dba Verizon Wireless, including all record storage areas of the business; attention Verizon Legal Compliance, 180 Washington Valley Road Bedminster, New Jersey 07921; Subpoena/Search Warrant/Court Order fax:  (888) 667-0028; Agent:  CSC, 2710 Gateway Oaks Dr., Ste. 150N, Sacramento, CA 95833;
D. The premises and all parts therein where records are stored of the business known as AT&T Wireless, including all record storage areas of the business; Attn:  Custodian of Records, 11760 U.S. Highway 1, North Palm Beach, Florida 33408; Search Warrant/Court Order fax:  (888) 938-4715; Agent:  CT Corporation, 818 W. Seventh St., Ste. 930, Los Angeles, CA 90017;
E. The premises and all parts therein where records are stored of the business known as Alltel, including all record storage areas of the business; 21575 Ridgetop Circle, Sterling, VA 20166; Search Warrant/Court Order fax:  (571) 434-3401; Agent:  CT Corporation, 818 W. Seventh St., Ste. 930, Los Angeles, CA 90017;
F. The premises and all parts therein where records are stored of the business known as AT&T Broadband, including all record storage areas of the business; C/O ZT Corp System 818 W. 7th Street, Los Angeles, Ca 90017;
G. The premises and all parts therein where records are stored of the business known as Cellular One, including all record storage areas of the business; attention Nancy Aguirre, 10 S. Colonel Rowe Blvd McAllen, Texas 78501; Agent:  CSC, 2710 Gateway Oaks Dr., Ste. 100, Sacramento, CA 95833;
H. The premises and all parts therein where records are stored of the business known as Cox Communications, including all record storage areas of the business; Legal Process Dept; attention Custodian of Records, 1400 Lake Hearn Drive Atlanta, Georgia 30319;
I. The premises and all parts therein where records are stored of the business known as Cox Telecom, including all record storage areas of the business; Legal Process Dept; attention Custodian of Records, 1400 Lake Hearn Drive Atlanta, Georgia 30319; LE email:  subpoenaresponse@cox.com; LE fax:  (404) 269-1898; Agent:  CSC, 2710 Gateway Oaks Dr., Ste. 100, Sacramento, CA 95833
J. The premises and all parts therein where records are stored of the business known as In Touch Communications, including all record storage areas of the business; Legal Process Department, 13766 Alton Parkway Suite 150 Irvine, California 92618;
K. The premises and all parts therein where records are stored of the business known as Sprint Corporation/Nextel, including all record storage areas of the business; attention Custodian of Records/Corporate Security, located at 6480 Sprint Parkway, Overland Park, Kansas 66251; LE fax:  (816) 600-3111; Agent:  330 Commerce, Irvine, CA 92602;
L. The premises and all parts therein where records are stored of the business known as CenturyLink, including all record storage areas of the business; attention Custodian of Records/Law Enforcement Support, 5454 W. 110th St., Overland Park, KS 66211; LE email:  lawenforcementsupport@centurylink.com; LE fax:  (844) 254-5800; Agent:  17839, Gillette Ave., Irvine, CA;
M. The premises and all parts therein where records are stored of the business known as T-Mobile Communications, including all record storage areas of the business; attention LER Group, 4 Sylvan Way Parsippany, New Jersey 07054; LE email:  lerinbound@t-mobile.com; Agent:  CSC, 2710 Gateway Oaks Dr., Sacramento, CA 95833;
N. The premises and all parts therein where records are stored of the business known as Cricket Communications, including all record storage areas of the business; attention Cricket Legal Compliance Center, 11760 U.S. Highway 1, Ste. 600, North Palm Beach, FL 33408; LE fax:  (888) 938-4715; Agent:  CT Corporation Systems, 818 N. Seventh Ave., Los Angeles, CA 90017; 
O. The premises and all parts therein where records are stored of the business known as Metro PCS, including all record storage areas of the business; attention Custodian of Records, 2250 Lakeside Blvd., Richardson, TX 75782; LE email:  subpoenas@metropcs.com; LE fax:  (972) 860-2635; Agent:  CSC, 2710 Gateway Oaks Dr., Sacramento, CA 95833; 
P. The premises and all parts therein where records are stored of the business known as TracFone Wireless, including all record storage areas of the business; attention Subpoena Compliance, 9700 NW 112th Ave., Miami, FL 33178; LE email:  subpoenacompliance@tracfone.com; LE fax:  (305) 715-6932; Agent:  Corporate Creations Network, 1430 Truxton Ave., 5th floor, Bakersfield, CA 93301;
Q. All other Providers of Service as defined in 18 USC 2510(15)  and Telecommunications Companies, and their subsidiaries, whether specifically listed or not;
NOTE: “Your affiant is aware that AT&T Wireless, MetroPCS, Sprint, T-Mobile, Verizon Wireless, and the BlackBerry Corporation are located outside the State of California.  The aforementioned companies maintain a certificate of qualification to do business in the State of California.  Pursuant to Penal Code Section 1524.2 and Corporations Code section 2105, the companies have consented to accept and honor California search warrants.”
INFORMATION/ITEMS TO RETRIEVE AND SEIZE
For the following information, to wit:
1. The installation and use of a pen register and a mobile pen register, to register numbers dialed or otherwise transmitted from telephone numbers XXX-XXX-XXXX (hereinafter referred to as the “Subject Telephone Numbers”), to record the date and time of such dialings or transmissions, and to record the length of time the telephone receiver in question is “off the hook” for incoming or outgoing calls for a period of 60 days from the date this order is filed by the court;
2. The installation and use of a trap and trace device and a mobile pen register, including the “caller identification feature”, on telephone numbers XXX-XXX-XXXX, to capture and record the incoming electronic or other impulses which identify the originating numbers of wire or electronic communications, and to record the date, time, and duration of calls created by such incoming impulses, for a period of 60 days from the date this order is filed by the court, and that the tracing operations including the use of the “caller identification feature” be without geographical limits;   
3. IT IS FURTHER REQUESTED, pursuant to 18 Unites States Code Section 2703 (c)(d), 3122 and 3123 and California Penal Code Sections 629.90 and 629.91 that, the BlackBerry Corporation, Cellco Partnership dba Verizon Wireless, AT&T Wireless, Alltel, AT&T Broadband, Cellular One, Cox Communications, Cox Telecom, In Touch Communications, CenturyLink, T-Mobile Communications, Cricket Communications, MetroPCS, TracFone Wireless; and any other local, long distance or wireless carrier and their subsidiaries, whether listed or not, shall provide the Subscriber information including, but not limited to: name and billing address, call activity, which includes all inbound and outbound telephone calls on all telephone numbers, incoming or outgoing, to and from Subject Telephone Number number XXX-XXX-XXXX, whether published or nonpublished (listed or unlisted), and blocked or unblocked, and call detail reports, including interconnect and push to talk call starting from XXXXXXX, to include cell site/sector  (physical address) and continuing thru a period of 60 days from the date this order is filed by the court and periods of telephone activation for numbers dialed or otherwise transmitted to and from the Subject Telephone Number and activate the dial digit extraction (aka punch list) feature, along with 24 hour expedited service on all telephone numbers upon oral or written request by agents/officers of **Law Enforcement Agency**.  
4. IT IS FURTHER REQUESTED, that this authorization for the installation and use of a pen register, mobile pen register, and trap and trace device, including the “caller identification feature,” applies not only to the telephone number listed above for the Subject Telephone Number, but also to any changed telephone number(s) subsequently assigned to an instrument bearing the same International Mobile Subscriber Identity (“IMSI”), Electronic Serial Number (“ESN”), International Mobile Equipment Identity (“IMEI”) or Subscriber Identity Module (“SIM”) as the Subject Telephone Number within the 60 day period authorized by this order.
5. IT IS FURTHER REQUESTED, that all local, long distance and wireless carriers and their subsidiaries, whether specifically listed or not, shall furnish agents/officers  **Law Enforcement Agency** forthwith all information, including but not limited to:  Direct connect, dispatch, or group call connections or attempts, non content Short Message Service (SMS) data, together with a nationwide System Identity / Billing Identity (SID/BID) listing.  All additional technical assistance necessary to accomplish the installation and use of the pen register and trap and trace device, including the “caller identification feature,” unobtrusively and with minimum interference with the services that are accorded the persons whose dialings or transmissions are the subject of the pen register and trap and trace device;
6. IT IS FURTHER REQUESTED, that the local, long distance and wireless carriers be compensated by the investigative agency for reasonable expenses incurred in providing technical assistance; and, the Court further finds that Applicant and Affiant have established probable cause to believe that the E911 location-based records, GPS precision location information or GPS mobile phone locator to include third party GPS location information assigned the Subject Telephone number will lead to Suspect’s arrest or will yield evidence of a crime and shall be provided. 
7. Upon request of the **Law Enforcement Agency**, the Subject Telephone number shall remain active and in service, and the requesting agency shall assume any and all costs associated with this service. 
8. Good cause having been shown, IT IS FURTHER REQUESTED, pursuant to 18 United States Code, Sections 3123(d) and 2705(b) and California Penal Code Sections 629.90, 629.91, and 1546.2(b)(1) that this order and application be sealed until otherwise ordered by the court, that the identity of any target(s) of the underlying criminal investigation may be redacted from any copy of this order to be served on any service provider or other person, and that the local, long distance and wireless carriers and their representatives, agents and employees shall not disclose in any manner, directly or indirectly, by any action or inaction, the existence of this order or the existence of the above-described investigation, to the listed subscriber for the Subject Telephone Number, the occupant of said premises, the subscribers of the incoming calls to or outgoing calls from the Subject Telephone Number, or to any other person, in full or redacted form, unless or until otherwise ordered by the court.
9. For the following property between the dates of XXX through XXX, to wit:
a. Subscriber information for AT&T telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include name, address, date of birth, associated phone numbers, “Buddy,” “Friends and Family,” and “Favorites” type lists, billing and payment information, and any other identifying information for all subscribers affiliated with the above listed phone numbers between the dates listed above.
b. Call Detail Records for AT&T telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include the date, time, call direction, originating and terminating numbers, duration, and routing information for all calls occurring between the dates listed above;
c. Text Message Detail Records for AT&T telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include the date, time, and originating and terminating numbers for all SMS and MMS messages sent or received between the dates listed above; 
d. Cell site location information for AT&T telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include identification of the originating and terminating switch, cell site, and sector for all inbound and outbound telephone calls, inbound and outbound text messages, and data usage between the dates listed above; 
e. Cell tower list(s) containing all originating and terminating cell sites accessed by AT&T telephone number (XXX) XXX-XXXX & (XXX) XXX-XXXX between the dates listed above.  This is to include identification of the cell ID or cell site number, switch name or Location Area Code (LAC), site name, street address, latitude and longitude coordinates, sector orientation or azimuth, and antenna beam width for each cell site.
AFFIANT’S QUALIFICATIONS


PROBABLE CAUSE
Your affiant is investigating the following crime(s) (felony offense(s) under California law): ______________________________ and in furtherance of that investigation believes that there is probable cause to believe that the requested information will provide evidence and information relevant to proving such offense(s) in that the telephone and/or owner/operator of the subject telephone are connected to the commission of such offense(s).  
During the course of my duties, I have learned the following information from reading the reports prepared by other officers or I have spoken with the victim or witnesses directly. All dates refer to the current calendar year and all times refer to Pacific Standard Time (PST) unless specified otherwise.
STATE YOUR INVESTIGATION SPECIFIC PROBABLE CAUSE HERE
OPINIONS AND CONCLUSIONS
It is believed that the target subjects are still using the subject telephone(s) and will continue to do so in furtherance of their criminal activities. Utilizing a pen register, mobile pen register, or trap/trace device only gives law enforcement the phone numbers calling or being called by the subject telephone(s).  It does not provide any content or conversation of the messages or phone conversations taking place.  The information provided by the installation of a pen register, mobile pen register, or trap/trace device will assist law enforcement in identifying other members of the criminal organization.  It will also allow law enforcement to determine the scope and size of the organization.
I know from my training and experience and investigations involving cell phones and cell phone providers that cell phone service providers maintain business records that include information listed in the of Items to be Seized, above. 
Subscriber information is the service provider’s business record of communications with the subscriber (customer) of the cell phone service.  I am requesting subscriber information for the above-listed cell phone numbers because I know cell phone providers, like other businesses, keep records of the name, address, and other information of the person subscribing to the cell phone service, as a means of tracking customers and facilitating billing for the provider services.  The subscriber information will corroborate the identity of the subscriber, and, circumstantially, the user of the cell phones listed in this affidavit.
Call detail records contain identifying information about phone numbers that call or receive phone calls from the target number, including the phone number and times and duration of the calls.  I am requesting call detail records for the above-listed cell phone numbers because I know people often communicate via cell phones with each other shortly before, during, and/or after an incident, in order to plan and coordinate the concealment, and escape, or dispose of evidence of the crime.  
Text and or Instant messaging is a non-verbal communication wherein users send typed messages from one phone to another.  Different service providers name their messaging formats different names but all formats can be described as Text or Instant Messaging.  I am requesting records of text messages, Short Message Service (SMS) and Multimedia Messaging Service (MMS) messages sent from and to the above-listed cell phone numbers because I know that suspects often communicate by text and or instant messaging.  Although the content of the text messages is only maintained by service providers for a very short time, if at all, and may not be available in response to this warrant, the historical text message detail records are maintained by service providers, and will show that a message was sent or received, when the event occurred, identify the other involved phone number, and in some cases, the cell site records.  
Cell site location records document the geographical area of the phone when in use by way of identifying the location of cell transmission towers used to keep cell phone connections active, even when the phone is in use during movement of the user.  I know that cellular telephones operate by sending radio signals to, and receiving radio signals from a cell tower or “site.”  Geographical areas of coverage are broken into several smaller sections, each of which is controlled by individual cell sites.  Groups of cell sites are linked to a “switch” that is responsible for routing the call, text, instant message, or data activity to the desired location for best connection.  
As a cell phone moves throughout a particular geographical area, it will automatically continually adjust connections so as to communicate with the cell site providing the strongest signal.  In situations where a person is speaking, texting or using an active cell phone while moving, one single call may interact with several different cell towers.  As a cell phone interacts with a cell tower, the call data is captured by the service provider, and used to compute phone usage and for billing purposes.  The data is stored for various amounts of time, depending on the service provider.  Included in the cell tower data is the physical location of the tower, the Location Area Code (LAC), as well as the side of the tower or “sector” from which the signal was sent or received.  The cell site sector orientation or “azimuth” information is also documented by the phone company.  I am requesting cellular site location records for the above-listed cell phone numbers because I know that cell phone carriers keep records of which cell tower is utilized for each call made by the cell phone user.  Examining the location of the cell tower can provide a general area of where the caller was at the time of the call. 
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED AND/OR DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
State investigation specific reasons for requesting delayed notification.

Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.
I believe that there is good cause to believe that notification to the target of the warrant and/or the subject of electronic media search would create an adverse result for the following reasons.
State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the subject of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant and court order is served.
Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant and a court order exist as set forth in Penal Code sections 638.50 et. seq. and 1546.2(b)(1) and Title 18, United States Code, Sections 2703 (b) and (c), 2705 (a)(1), and 3121-3126.  
I, the affiant, hereby pray that a search warrant and a court order be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court and, at the conclusion of this action, including the resolution of any and all appeals, that the property be disposed of.
    	This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXXXXX.
	Given under my hand and dated this ____ day of XXXXX, 20XX.
							________________________________
								AFFIANT’S  NAME
Subscribed and sworn to before me 
this ___day of XXXXXX, 20XX, 
at _______________a.m./p.m.


_____________________________
Judge of the Superior Court
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