

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT 

AND COURT ORDER AUTHORIZING THE USE/INSTALLATION OF A PEN REGISTER AND TRAP/TRACE DEVICE, SUBSCRIBER INFORMATION, CELL SITES/INTERNET PROTOCOL ADDRESS, AND GPS PRECISION LOCATION INFORMATION
Penal Code sections 638.50 et. seq. and 1546.2(b)(1) and Title 18, United States Code, Sections 2703(b) and (c), 2705(a)(1), and 3121-3126

(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, AFFIANT'S NAME, do on oath make complaint, say and depose the following on this XX day of MONTH, 20XX:  that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The records in the constructive or actual possession of the California corporation known as  Facebook Inc., located at 1601 Willow Rd., Menlo Park, California 94025, the search is to include the premises and all record storage areas and all parts therein.
B. All other Providers of Service as defined in 18 USC 2510(15) and Telecommunications Companies, and their subsidiaries, whether specifically listed or not, providing internet access to the target account;
ITEMS TO BE SEIZED

For the following property, to wit:  

1. All Facebook account information for profile ID: 1000000000000000, Facebook URL (https://www.facebook.com/XXXXXXX), (hereinafter referred to as the “Subject Account”) for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED, including but not limited to;

a. All contact and personal identifying information, including full name, user identification number, birth date, gender, contact e-mail addresses, physical address (including city, state, and zip code), telephone numbers, screen names, websites, and other personal identifiers for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;

b. All activity logs for the account and all other documents showing the user’s posts and other Facebook activities for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;
c. All photos and videos uploaded by that user ID and all photos and videos uploaded by any user that have that user tagged in them including Exchangeable Image File (“EXIF”) data and any other metadata associated with those photos and videos for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;
d. All profile information; News Feed information; status updates; videos, photographs, articles, and other items; Notes; Wall postings; friend lists, including the friends’ Facebook user identification numbers; groups and networks of which the user is a member, including the groups’ Facebook group identification numbers; future and past event postings; rejected “Friend” requests; comments; gifts; pokes; tags; and information about the user’s access and use of Facebook applications for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;
e. All records or other information regarding the devices and internet browsers associated with, or used in connection with, that user ID, including the hardware model, operating system version, unique device identifiers, mobile network information, and user agent string for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;

f. All other records and contents of communications and messages made or received by the user including all Messenger activity, private messages, chat history, video and voice calling history, and pending “Friend” requests for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED; 

g. All “check ins” and other location information for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;
h. All IP logs, including all records of the IP addresses that logged into the account;

i. All records of the account’s usage of the “Like” feature, including all Facebook posts and all non-Facebook webpages and content that the user has “liked” for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;

j. All information about the Facebook pages that the account is or was a “fan” of for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;

k. All past and present lists of friends created by the account for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED; 

l. All records of Facebook searches performed by the account for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;
m. All information about the user’s access and use of Facebook Marketplace for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ; 

n. The types of service utilized by the user for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;

o. The length of service (including start date) and the means and source of any payments associated with the service (including any credit card or bank account number) for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;  

p. All privacy settings and other account settings, including privacy settings for individual Facebook posts and activities, and all records showing which Facebook users have been blocked by the account for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;

q. All records pertaining to communications between Facebook and any person regarding the user or the user’s Facebook account, including contacts with support services and records of actions taken for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED ;

r. Facebook Messenger address book, contact list, phone numbers and email addresses for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED;
s. Facebook Messenger messages and voice, text messages, and/or audio clips and files to include the text content of the messages or the audio content for the date range of STARTING DATE to THE DATE YOU GET THIS WARRANT SIGNED.
2. The installation and use of a pen register and trap and trace device, to record or decode all non-content dialing, routing, addressing, or signaling information originating from or destined to the Subject Account including Internet Protocol addresses, port number assignments, electronic mail header information excluding the contents of the email subject line, Internet Protocol packet header information, and to record the date and time of such transmissions, and to record the length of time of the communication for incoming or outgoing transmissions, for a period of 60 days from the date this order is filed by the court, that the tracing operations be without geographical limits, and that the installation and use be within the state of California;   
3. The installation and use of a pen register and trap and trace device, to capture and record the incoming electronic or other impulses which identify the originating numbers or other dialing, routing, addressing, or signaling information reasonably likely to identify the source of the of wire or electronic communication, and to record the date, time, and duration of communications created by such incoming impulses, for a period of 60 days from the date this order is filed by the court, that the tracing operations be without geographical limits, and that the installation and use be within the state of California;   
4. IT IS FURTHER REQUESTED, pursuant to 18 Unites States Code Section 2703 (c)(d), 3122 and 3123 and California Penal Code Sections 629.90 and 629.91 that all other local, long distance or wireless carriers and their subsidiaries, and any other Internet Service Providers (ISP) and their subsidiaries, shall provide the Subscriber information including, but not limited to: name and billing address, communications activity, which includes all inbound and outbound communications on all accounts, incoming or outgoing, to and from the Subject Account, whether published or nonpublished (listed or unlisted), and blocked or unblocked, and communication detail reports, including historical messages and data sessions, interconnect and push to talk, to include cell site/sector/GPS (physical address) and continuing thru a period of 60 days from the date this order is filed by the court;

5. IT IS FURTHER REQUESTED, that all local, long distance and wireless carriers and their subsidiaries, and Internet Service Providers (ISP) and their subsidiaries shall furnish agents/officers of the AFFIANT'S AGENCY/U.S. MARSHALS SERVICE forthwith all information requested.  All additional technical assistance necessary to accomplish the installation and use of the pen register and trap and trace device unobtrusively and with minimum interference with the services that are accorded the persons whose communications are the subject of the pen register and trap and trace device;
6. IT IS FURTHER REQUESTED, that the local, long distance and wireless carriers and Internet Service Providers be compensated by the investigative agency for reasonable expenses incurred in providing technical assistance; 

7. Upon request of the AFFIANT'S AGENCY/U.S. MARSHALS SERVICE, the Subject Account shall remain active and in service, and the requesting agency shall assume any and all costs associated with this service. 

8. IT IS FURTHER REQUESTED, that the Peace Officer(s) to whom this Order/Warrant is issued and directed are authorized to serve the Order/Warrant on electronic surveillance personnel of the U.S. Marshals Service and that said U.S. Marshals Service personnel are authorized, at the Peace Officer’s request and on his/her behalf, to provision the Order/Warrant with the relevant Service Provider(s) and receive all information authorized by it.  The Affiant states that these authorizations are necessary to facilitate the service and execution of the Order/Warrant because as part of the joint ongoing criminal investigation, the Peace Officer intends and/or needs to rely on the U.S. Marshals Service’s technical capabilities and equipment, CALEA or other network connections or access to the target account/account holder’s Service Provider, and expertise in collecting, monitoring, and analyzing the historical and real-time information and records requested.  The ability of other law enforcement officers and agencies to assist the California Peace Officer in warrant service and execution is a practical and operational necessity in joint local, state, and federal law enforcement task force operations and is further contemplated in and authorized by California Penal Code § 1530 (“A search warrant may in all cases be served by any of the officers mentioned in its directions, but by no other person, except in aid of the officer on his requiring it, he being present and acting in its execution.”).  
9. Good cause having been shown, IT IS FURTHER REQUESTED, pursuant to 18 United States Code, Sections 3123(d) and 2705(b) and California Penal Code Sections 629.90, 629.91, and 1546.2(b)(1) that this order and application be sealed until otherwise ordered by the court, that the identity of any target(s) of the underlying criminal investigation may be redacted from any copy of this order to be served on any service provider or other person, and that the local, long distance and wireless carriers and the Internet Service Providers and their representatives, agents and employees shall not disclose in any manner, directly or indirectly, by any action or inaction, the existence of this order or the existence of the above-described investigation, to the listed subscriber for the Subject Account, the occupant of said premises, the subscribers of the incoming or outgoing communications from the Subject Account, or to any other person, in full or redacted form, unless or until otherwise ordered by the court.

AFFIANT’S QUALIFICATIONS
PROBABLE CAUSE

John Doe is wanted for an outstanding felony warrant (CEXXXXXX), issued by the Honorable XXXXX XXXXXXX of the San Diego County Superior Court on MONTH DAY, 20XX.
OPINIONS AND CONCLUSIONS

Based on the above, John Doe is wanted for felony crimes committed in the state of California.  Based on my training and experience, I know Facebook users commonly post information about their daily activities and thoughts and incorporate such information on their profile information, wall postings, e-mails and chats.  I know Facebook users also add people (i.e. friends, family members, co-workers, acquaintances, etc) as friends to their account, which allows them to view and post information on these user’s accounts.

Utilizing a pen register, mobile pen register, or trap/trace device only gives law enforcement the addresses or numbers of the persons communicating with by the target account(s).  It does not provide any content or conversation of the messages or communications taking place.  The information provided by the use, activation, and/or installation of a pen register, mobile pen register, or trap/trace device will assist law enforcement in locating the suspect and in identifying other persons involved in the criminal activity. 
Further, it is required that the request to track the real-time data, either historically or prospectively, and to receive information from any pen register or trap/trap device be served on all cell phone providers/carriers or internet service providers, by the listed primary company, due to the cell towers utilized by each and the agreement among the companies to share information relating to GPS location and information captured by the use of pen registers and trap/trace devices.  Each company owns or rents cellular towers to other companies.  If all companies are listed in the warrant, then no matter whose tower the signal is “pinging” off of or being captured from, the company must provide the requested data.  This will allow for the most reliable tracking of the suspect as well as the most reliable and accurate data upon which to determine where the suspect is and who if anyone is assisting them.  If a company is not listed in the warrant and the target account were to ping off of their tower, it would not yield as accurate results as they would not be required to report the data.  This would in turn needlessly prolong the search for the suspect and the time frame for the tracking requested.
REQUEST TO SEAL AFFIDAVIT
I request that this affidavit, search warrant, and supporting attachments be sealed pending further order of the court.  I make the request for the following reasons.  Without sealing, the affidavit and supporting documentation and warrant become a matter of public record within ten days.  Penal Code section 1534(a). Sealing is justified even against discovery by the defendant based on the governmental privilege that allows for the protection of the identity of informants pursuant to Evidence Code section 1041. (Swanson v. Superior Court (1989) 211 Cal.App. 3d 332.)
The sealing requested herein however, is not based on denying discovery to the defendant(s) when and if they are charged, but is being requested to merely prohibit public disclosure which could surely undermine the continuing investigation herein.   We do not wish to divulge the information contained within these documents for fear that the perpetrators will destroy evidence. I believe that disclosure of the information prior to completion of our investigation would be against the public interest because the necessity for preserving the confidentiality of the information outweighs the necessity for disclosure.  Thus, I believe the information contained within the aforementioned documents is entitled to protection provided by the official information privilege pursuant to Evidence Code section 1040 as well.   In addition, due to the sensitive nature of the matter, I request the court order sealing of the warrant and documents in support thereof pending further order of court.

DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.  I believe that if Doe were to have knowledge that law enforcement is viewing his Facebook account that he would cease using the social media source.  It is unknown who would receive or intercept these records if notification was released.  This is an ongoing investigation and is rapidly changing.  If this information was released it could jeopardize the apprehension of Doe.  It is likely that Doe would flee the state of California and/or dispose of any current cell phone number and social media accounts if he were to be aware of this warrant.

Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.  I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.  I believe that if Doe were to have knowledge that law enforcement is viewing his Facebook account that he would cease using the social media source.  It is unknown who would receive or intercept these records if notification was released.  This is an ongoing investigation and is rapidly changing.  If this information was released it could jeopardize the apprehension of Doe.  It is likely that Doe would flee the state of California and/or dispose of any current cell phone number and social media accounts if he were to be aware of this warrant.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the target of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.

CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  Facebook is an electronic communication information service provider within the meaning of Penal Code section 1546(e).
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.
//

//

//

//

//

//

//

//

//

//

//

//

//
Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXXXXXX XXXXXXXXX.
Given under my hand and dated this XX day of MONTH, 20XX.
_______________________________
   AFFIANT'S NAME - AFFIANT
Subscribed and sworn to before me 

This XX day of MONTH, 20XX, 

at _______________a.m./p.m.

_____________________________

      Judge of the Superior Court
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