

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA,

 COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,)

AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO)

No. _______________________________

I, XXXXXX, do on oath make complaint, say and depose the following on this ____day of XXXXXX 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The records storage areas and all parts therein of XXX, address…; Qualified to do business in the State of California pursuant to Sections 2105 and 2110 of the California Corporations Code.
ITEMS TO BE SEIZED

For the following property between the dates of XXX through XXX, to wit:

1. Subscriber information for XXXcompany telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include name, address, date of birth, associated phone numbers, “Buddy,” “Friends and Family,” and “Favorites” type lists, billing and payment information, and any other identifying information for all subscribers affiliated with the above listed phone numbers between the dates listed above.
2. Call Detail Records for XXXcompany telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include the date, time, call direction, originating and terminating numbers, duration, and routing information for all calls occurring between the dates listed above;
3. Text Message Detail Records for XXXcompany telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include the date, time, and originating and terminating numbers for all SMS and MMS messages sent or received between the dates listed above; 
4. Cell site location information for XXXcompany telephone numbers (XXX) XXX-XXXX & (XXX) XXX-XXXX.  This is to include identification of the originating and terminating switch, cell site, and sector for all inbound and outbound telephone calls, inbound and outbound text messages, and data usage between the dates listed above; 

5. Cell tower list(s) containing all originating and terminating cell sites accessed by XXXcompany telephone number (XXX) XXX-XXXX & (XXX) XXX-XXXX between the dates listed above.  This is to include identification of the cell ID or cell site number, switch name or Location Area Code (LAC), site name, street address, latitude and longitude coordinates, sector orientation or azimuth, and antenna beam width for each cell site.
AFFIANT’S QUALIFICATIONS
PROBABLE CAUSE
During the course of my duties, I have learned the following based upon my discussions with the named witnesses or by having read the reports of or talked with other law enforcement officers (LEOs) who have spoken directly with the named witnesses.  

The subpoena compliance office employee also told me they will accept service of the search warrant at the address and business fax listed in “Location to be Searched”, above. 
OPINIONS AND CONCLUSIONS


I know from my training and experience and investigations involving cell phones and cell phone providers that cell phone service providers maintain business records that include information listed in sections 1-5 of Items to be Seized, above. 

Subscriber information is the service provider’s business record of communications with the subscriber (customer) of the cell phone service.  I am requesting subscriber information for the above-listed cell phone numbers because I know cell phone providers, like other businesses, keep records of the name, address, and other information of the person subscribing to the cell phone service, as a means of tracking customers and facilitating billing for the provider services.  The subscriber information will corroborate the identity of the subscriber, and, circumstantially, the user of the cell phones listed in this affidavit.


Call detail records contain identifying information about phone numbers that call or receive phone calls from the target number, including the phone number and times and duration of the calls.  I am requesting call detail records for the above-listed cell phone numbers because I know people often communicate via cell phones with each other shortly before, during, and/or after an incident, in order to plan and coordinate the concealment, and escape, or dispose of evidence of the crime.  

Text and or Instant messaging is a non-verbal communication wherein users send typed messages from one phone to another.  Different service providers name their messaging formats different names but all formats can be described as Text or Instant Messaging.  I am requesting records of text messages, Short Message Service (SMS) and Multimedia Messaging Service (MMS) messages sent from and to the above-listed cell phone numbers because I know that suspects often communicate by text and or instant messaging.  Although the content of the text messages is only maintained by service providers for a very short time, if at all, and may not be available in response to this warrant, the historical text message detail records are maintained by service providers, and will show that a message was sent or received, when the event occurred, identify the other involved phone number, and in some cases, the cell site records.  

Cell site location records document the geographical area of the phone when in use by way of identifying the location of cell transmission towers used to keep cell phone connections active, even when the phone is in use during movement of the user.  I know that cellular telephones operate by sending radio signals to, and receiving radio signals from a cell tower or “site.”  Geographical areas of coverage are broken into several smaller sections, each of which is controlled by individual cell sites.  Groups of cell sites are linked to a “switch” that is responsible for routing the call, text, instant message, or data activity to the desired location for best connection.  

As a cell phone moves throughout a particular geographical area, it will automatically continually adjust connections so as to communicate with the cell site providing the strongest signal.  In situations where a person is speaking, texting or using an active cell phone while moving, one single call may interact with several different cell towers.  As a cell phone interacts with a cell tower, the call data is captured by the service provider, and used to compute phone usage and for billing purposes.  The data is stored for various amounts of time, depending on the service provider.  Included in the cell tower data is the physical location of the tower, the Location Area Code (LAC), as well as the side of the tower or “sector” from which the signal was sent or received.  The cell site sector orientation or “azimuth” information is also documented by the phone company.  I am requesting cellular site location records for the above-listed cell phone numbers because I know that cell phone carriers keep records of which cell tower is utilized for each call made by the cell phone user.  Examining the location of the cell tower can provide a general area of where the caller was at the time of the call. 
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.

State investigation specific reasons for requesting delayed notification.
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the target of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  XXXXXX is an electronic communication information service provider within the meaning of Penal Code section 1546(e).

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

This affidavit has been reviewed and approved for legal sufficiency by San Diego County Deputy District Attorney XXXXXX.


Given under my hand and dated this ___ day of XXXXXX, 20XX.
_______________________________









                    XXXXXX
Subscribed and sworn to before me 

this ___ day of XXXXXX 20XX 

at _______________a.m./p.m.

_____________________________

      Judge of the Superior Court
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