

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, XXXX, do on oath make complaint, say and depose the following on this XXX day of XXX, 201X:  that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The premises and all parts therein where records are stored of the business known as Signal (Open Whisper Systems), including all record storage areas of the business; 650 Castro Street, Suite 120-223 Mountain View, CA 94041; privacy@signal.org. Attn: Privacy Signal Messenger, LLC;
ITEMS TO BE SEIZED

For the following property, to wit:  
1. All Signal application account information for the following Signal target phone number XXX and/or Signal username XXX; including but not limited to:

a. Subscriber Information for the date range of XXX to XXX:

i. All registration information;

ii. All Signal user name(s);
iii. Phone Number(s) associated with the account;
iv. Email address(es) and passwords associated with the account;
v. Third-Party email address(es) associated with the account;
vi. Signal assigned phone number(s);
vii. Internal Signal account ID(s);

viii. Electronic serial number (ESN);
ix. Friends information;
x. Other information including name, address, phone number and IDs that may tend to identify the user.
b. Transactional Records for the date range of XXX to XXX:

i. Call Detail Records (CDRs) during the above date range;

ii. Detailed Message Logs (DMLs), including incoming/outgoing and sent/received, during the above date range; and

iii. Connection records including, but not limited to, IP logs to include the date stamps of the IP logs at login, initial login IP address and account activity for the date range listed above; 
c. Message Content for the date range of XXX to XXX:
i. Message content where still available, including photographs and other attachments, for the messages during the above date range; 
AFFIANT’S QUALIFICATIONS

PROBABLE CAUSE

During the course of my duties, I have learned the following information based upon my discussions with witnesses or by having read the reports of or talked with other peace officers who have spoken directly with witnesses.  All references to dates refer to the current calendar year unless otherwise stated.
Signal and Signal Application
In the traditional telephone context, pen registers captured the destination phone numbers of outgoing calls, while trap and trace devices captured the phone numbers of incoming calls. Similar principles apply to other kinds of wire and electronic communications, as described below.
I know from my training and experience that Signal is a free encrypted communications app for Android and iOS. A desktop version is also available for Linux, Windows, and macOS. It uses the Internet to send one-to-one and group messages, which can include files, voice notes, images and 
Signal is primarily a secure and open source messaging app that replaces your Android phone or iPhone’s regular SMS app. Messages to and from other Signal users are sent over the internet and protected by very strong end-to-end encryption.  In addition to text and SMS messaging, Signal also supports secure voice (VoIP) and video calls between users. When you message other Signal users you are alerted to the fact, and messages are securely encrypted. You can also start a voice, video, or group chat with them. Secure Signal conversations are transmitted over the internet and (other than any bandwidth charges from your ISP or mobile provider that might apply) are free.
In order to seamlessly replace your phone’s SMS messenger with the Signal app, Signal uses real phone numbers to match up contacts. When you install Signal, it replaces your default SMS messenger. By default, all your old messages and message history are imported, and Signal makes use of your default dialer contact list.
Users register a phone number when they create a Signal account. Phone numbers are used to provide our Signal services to that user and other Signal users. Users may optionally add other information to their account, such as a profile name and profile picture. The Signal Profile is a name and picture that will be shown alongside the user’s existing phone number when communicating with other users. It will be shared with any contacts the user has saved in their address book, any people or groups in conversations the user creates, and any people or groups the user explicitly approves. 
Signal does not decrypt or otherwise access the content of a user’s messages or calls. Signal queues end-to-end encrypted messages on its servers for delivery to devices that are temporarily offline.  The message history is stored on the user’s devices.  However, additional technical information is stored on Signal’s servers.  This includes randomly generated authentication tokens, keys, push tokens, and other material that is necessary to establish calls and transmit messages. Signal limits this additional technical information to the minimum required to operate the Services.
Signal can optionally discover which contacts in the user’s address book are Signal users, using a service designed to protect the privacy of the user’s contacts. Information from the contacts on the device may be cryptographically hashed and transmitted to the server in order to determine which of the contacts are registered.
If the user contacts Signal User Support, any personal data you may share with Signal is kept for limited purposes.
OPINIONS AND CONCLUSIONS

Based on my training, experience, and the investigation completed to date, I believe XXX is involved in XXX.  Further, I believe…. 
Based on my training and experience, I know Signal users commonly use the Signal application to communicate with other individuals both socially and for work.  Signal offers users an additional method of texting and making phone calls.  In the criminal arena, it offers users another level of anonymity.
By examining all of the information on the above-listed Signal profile/account, I may be able to locate evidence of XXXX involvement in a violation of XXX. I may also be able to identify and locate other perpetrator(s) and/or person(s) who are actual witnesses, have knowledge of the incident or who can provide any background information related to the victim and/or events leading up to the incident.  

REQUEST TO SEAL AFFIDAVIT
I request that this affidavit, search warrant, and supporting attachments be sealed pending further order of the court.  I make the request for the following reasons.  Without sealing, the affidavit and supporting documentation and warrant become a matter of public record within ten days.  Penal Code section 1534(a). Sealing is justified even against discovery by the defendant based on the governmental privilege that allows for the protection of the identity of informants pursuant to Evidence Code section 1041. (Swanson v. Superior Court (1989) 211 Cal.App. 3d 332.)
The sealing requested herein however, is not based on denying discovery to the defendant(s) when and if they are charged, but is being requested to merely prohibit public disclosure which could surely undermine the continuing investigation herein.   We do not wish to divulge the information contained within these documents for fear that the perpetrators will destroy evidence. I believe that disclosure of the information prior to completion of our investigation would be against the public interest because the necessity for preserving the confidentiality of the information outweighs the necessity for disclosure.  Thus, I believe the information contained within the aforementioned documents is entitled to protection provided by the official information privilege pursuant to Evidence Code section 1040 as well.   In addition, due to the sensitive nature of the matter, I request the court order sealing of the warrant and documents in support thereof pending further order of court.
DELAYED AND DEFERRED NOTICE REQUEST

Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
Investigation specific reasons for delayed notice
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.
I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.
Investigation specific reasons
My training and experience indicates that persons who learn they are being investigated will either temporarily cease their criminal activity, or more likely, will flee and remove any evidence related to it to another location.  I feel certain that notification to the subscribers in this case, under all of the facts set forth in the affidavit, would cause the suspect(s) herein to hide, move their activity and/or destroy evidence, which would not only impede my investigation but would more likely damage, possibly irreparably, the investigation herein. I therefore request that the court order the subject company to defer notification to the subscriber pending further Court Order.  Based on these reasons, I am requesting that notification to the target of the warrant and/or the target of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  Signal (Open Whisper Systems) is an electronic communication information service provider within the meaning of Penal Code section 1546(e).
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.
This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXX.

Given under my hand and dated this XXX day of XXX, 2017.
_______________________________

Affiant







Subscribed and sworn to before me 

this XXX day of XXX, 2017, 

at _______________a.m./p.m.

____________________________

Judge of the Superior Court
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