

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I,  XXXXX , do on oath make complaint, say and depose the following on this ____day of XXXXX, 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:

LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The premises and all parts therein where records are stored of the business known as known as OfferUp, located at 1745 114th Ave SE, Bellevue, Washington, LE email:  records@offerup.com;
ITEMS TO BE SEIZED

For the following property for the date range of XX to XX, to wit:  

1. All subscriber information including all emails, phone numbers, including name, address, phone number and other screen names that may tend to identify the user/ subscriber, of the IP address, and any other information associated with Account ID: XX; User name: XX; email: XX;
2. All TruYou information provided by the user of Account ID: XX; User name: XX; email: XX;
3. Any OfferUp account passwords for Account ID: XX; User name: XX; email: XX;
4. All log files of account activity, validation of any and all Internet Protocol (IP) addresses, for the Account ID: XX; User name: XX; email: XX;
5. Other ads or posting listed (previous and current), billing payment records, radius or Automatic Number Identification (ANI) information, usage, Point of Presence (POP) information, other information or any other related information for the Account ID: XX; User name: XX; email: XX;
6. All information concerning the physical location of the device used to access Account ID: XX; User name: XX; email: XX, including all satellite information, cell tower information, or WiFi signals;

7. All social media accounts associated with the Account ID: XX; User name: XX; email: XX;
8. All IP addresses and MAC addresses associated with the Account ID: XX; User name: XX; email: XX;
9. All application usage data information associated with the Account ID: XX; User name: XX; email: XX; and

10. All ads, photos, chats, and the associated user names and location for the Account ID: XX; User name: XX; email: XX.
AFFIANT’S QUALIFICATIONS

PROBABLE CAUSE

During the course of my duties, I have learned the following information based upon my discussions with the named witnesses or by having read the reports of or talked with other officers who have spoken directly with the named witness.  All references to dates refer to the current calendar year unless otherwise stated.
OfferUp

I know from my training and experience that OfferUp is a free platform that allows people to buy and sell items locally through their application that can be downloaded to mobile devices. It allows users to buy from, sell to and chat with others locally.  Users have profiles and people can “rate” them. Goods are displayed based on the geo-location closest to the buyer to make person to person transactions more likely. The app is integrated with instant chat to facilitate communication between buyers and sellers.


I know that OfferUp maintains personal information of its users.  I also know that the company maintains information about the device used to access the application or the website and maintains information on usage.  Additionally, the company maintains the posting history, including the “chats”, the photos, and the description of the items being offered.  They have a service that is called TruYou that verifies information on the users to make it more trustworthy.
OPINIONS AND CONCLUSIONS

Based on my training and experience, I know that the above described company has the information and records requested and will assist me in obtaining said records.  I know that by securing subscriber information as requested I will learn the identity of persons making the communications described above.  I will also learn what other items were posted for sale so that I can compare that to the list provided by the victim in this case.

It is also necessary to require the help of OfferUp employees in obtaining the requested information.  The company has indicated a continuing willingness to assist law enforcement in obtaining the court ordered information.
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this investigation for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of the electronic media search warrant would create an adverse result for the following reasons.  Specific reasons
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

Specific reasons
Based on these reasons, I am requesting that notification to the target of the search warrant by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.

CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  OfferUp is an electronic communication information service provider within the meaning of Penal Code section 1546(e).
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

    
This affidavit has been reviewed for legal sufficiency by Deputy District Attorney Stacey McReynolds.


Given under my hand and dated this ____ day of XX, 2018.









___________________________








Affiant’s Name
Subscribed and sworn to before me 

this ___day of XX, 2018, 

at _______________a.m./p.m.

_________________________________

Judge of the Superior Court
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