

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, name, do on oath make complaint, say and depose the following on this date day of month, year that I have substantial probable cause to believe and I do believe that I have cause to search:

LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The electronic storage device described as circuit board and electronic data storage and all parts therein described, commonly known as a “skimmer” with any unique descriptor including evidence tag number; the described device is located at the evidence storage location, County of San Diego; 
ITEMS TO BE SEIZED

For the following property, from date range, if applicable, to wit: 
1. Utilizing the Forensic Tools for computers and mobile devices, to forensically examine the above listed device(s) for the following, records and information to wit:  
a. Software; 
b. Data files; 
c. Deleted files;

d. Any other information which would tend to reveal evidence and/or victims of [Specified Crime], and 
e. All documents, and/or files to establish dominion and control and the identity of persons in control of said devices.
AFFIANT’S QUALIFICATIONS

Hero Statement
PROBABLE CAUSE
Probable Cause
A skimmer is an electronic device that is inserted into a magnetic card reader, commonly either inline between the computer mother board and the magnetic reader and input/output (I/O) devices, such as keyboard, or alternatively the skimmer is physically inserted into the magnetic reader itself.  A skimmer intercepts the data stored on the magnetic card and keyboard when a user inserts their magnetic card and inputs their PIN or zip code.  The magnetic stripe on such a card is read by swiping past a magnetic reading head.  Magnetic stripe cards are commonly used in credit/debit/gift cards, identity cards, and transportation tickets.  The memory on the circuit board of the skimmer stores the intercepted information for later download, either by connecting directly to the circuit board or connecting with the circuitry electronically.  The information intercepted from the magnetic stripe and keyboard is then used to fraudulently encode that information onto other magnetic cards and then used to commit identity theft and fraud.  

OPINIONS AND CONCLUSIONS

Based on my training and experience, I believe analysis of the electronic storage device or “skimmer” will reveal evidence and/or victims of [SPECIFIED CRIME].  Also based on my training and experience, I know that because of the nature of the device it is impractical to specify a particular date range for the data encoded in the magnetic stripe.  I request permission to seize and forensically examine the subject devices.
Based upon my training and experience, computers and other electronic devices are instrumental in manufacturing counterfeit identity cards and access cards.  The devices can be used to store personal identifying information, and create fraudulent magnetic strip cards. The electronic storage device or “skimmer” retains information entered into the devices; therefore the devices are likely to contain fraudulently obtained access card information.  Based upon my training and experience, persons involved in identify theft and theft of access card information use a variety of means to store the information they use.  
The presence of personally identifiable information will likely provide evidence of other unsolved thefts.  I know the type of crime alleged to have occurred here is conspiratorial in nature and is often perpetrated against many victims.  The presence of other personal identifying information will enable me to locate other victims of theft.

I know in the case of identity theft, suspects often collect identification cards, mail, credit cards, checks, internet login information, passwords, and other forms of personal identifying information in order to build financial profiles that can be used to commit identity theft.  Suspects often keep these profiles, even after the victims have taken measures to stop any future financial fraud from occurring.  Suspects maintain these used profiles because they will often attempt to use the financial profile again in the future once the victims have become complacent.  Such financial profiles are often found on printed documents, handwritten documents, and/or electronic storage media such as computers, cell phones, external hard drives, and Flash drives.  Based on my training and experience, I know whether records, images, or data are stored on floppy disks or on a hard drive, even when they purportedly have been erased or deleted, they may still be retrievable.  

Based on my training and experience, I know that individuals who use computers or electronic storage devices in their crimes will often try to hide the digital evidence by deleting data files.  Computer forensic specialists can often retrieve these data files, even after their deletion.  Individuals who use computers in their crimes may use several different applications, operating systems, and storage devices to manage the information and communications related to these acts. 

I request permission to seize and forensically examine the subject devices.  Computer and electronic storage device users frequently collect a great deal of software on disks or other magnetic media.  Searching that media within a reasonable amount of time to determine which material is relevant to this investigation would be difficult and could risk destruction of the evidence.  Such examinations must be done by skilled forensic experts.

The examination required to determine whether the hard disk contains the items sought by requested warrant could take weeks or months.  Furthermore, the hard-drive may have a capacity for data which would preclude a thorough search of the same within a reasonable period.

Furthermore, based on my training and experience, I know persons in control of digital devices leave evidence of their identification such as photographs, documents, email and text correspondence.  Such described dominion and control evidence is vital to proving control over the described property to be seized and may also exist on the subject devices.  

Given the nature of the property to be seized, I wish to enlist the aid of a law enforcement computer forensic laboratory (including, but not limited to, the San Diego County District Attorney’s High Tech Crimes Task Force, known as CATCH, and the San Diego Regional Computer Forensics Laboratory, known as SDRCFL) in the searching, viewing, photographing, recording, copying, forensic imagining and analysis of all computer data to determine if the data contains the “property”, “records”, and “information” as described above. 
NOTICE TO DEPARTMENT OF JUSTICE

Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of an investigation must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Penal Code section 1546.2(c) states that “[i]f there is no identified target of a warrant…at the time of its issuance, the government entity shall submit to the Department of Justice within three days of the execution of the warrant… .”  In this case, the identity of the target is yet unknown and notice will be provided to DOJ as required.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.
Deputy District Attorney name has reviewed this affidavit for legal sufficiency.

    
Given under my hand and dated this date day of month, year.







________________________________









AFFIANT’S NAME
Subscribed and sworn to before me 
this date day of month, year, 

at _______________a.m./p.m.

_____________________________

Judge of the Superior Court

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

S E A R C H  W A R R A N T

No. __________________________

The People of the State of California, to any peace officer in the County of San Diego:
Proof, by affidavit having been this day made before me by XXXXXX, a peace officer employed by the [LAW ENFORCEMENT AGENCY], that there is substantial probable cause for the issuance of the search warrant pursuant to Penal Code section 1524 and 1546 et. seq., within a reasonably prudent time (as needed by forensic examiners) you are therefore, commanded to make search at any time of the day, good cause being shown therefor, to seize and search the following;
The court finds that that the information to be obtained by such search is relevant to an ongoing criminal investigation being conducted by [LE Agency] of [target] in connection with possible violations of California law including, but not limited to: [Crime Code section).
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The electronic storage device described as circuit board and electronic data storage and all parts therein described, commonly known as a “skimmer” with any unique descriptor including evidence tag number; the described device is located at the evidence storage location, County of San Diego; 
ITEMS TO BE SEIZED

For the following property, from date range, if applicable, to wit: 
1. Utilizing the Forensic Tools for computers and mobile devices, to forensically examine the above listed device(s) for the following, records and information to wit:  
a. Software; 
b. Data files; 
c. Deleted files;

d. Any other information which would tend to reveal evidence and/or victims of [Specified Crime], and 
e. All documents, and/or files to establish dominion and control and the identity of persons in control of said devices.
The executing law enforcement officer may enlist the aid of a law enforcement computer forensic laboratory (including, but not limited to, the Regional Computer Forensics Laboratory (RCFL), and/or the Computer and Technology Crime High Tech Response Team (CATCH)) in the searching, viewing, photographing, recording, copying, forensic imagining and analysis of all computer data to determine if the data contains the “property”, “records” and “information” as described above.  The Court further orders that civilian and federal law enforcement officers are authorized to assist California peace officers in the service of and search of the devices listed in this search warrant.

Affiant shall bring the return report forthwith before me at the Superior Court of the State of California for the County of San Diego, or to any other court in which the offense in respect to which the property or things is triable, pursuant to sections 1536 and 1546 et. seq. of the California Penal Code.  Affiant shall thereafter retain in your custody the data or information subject to further order of the issuing magistrate or a court with jurisdiction over the matter, and shall dispose of said data only upon order of the issuing magistrate or a court with jurisdiction over the matter.

As required by Penal Code section 1546.1(d)(2), any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court.

Given under my hand and dated this date day of month, year.








__________________________________








Judge of the Superior Court
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