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IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 
COUNTY OF SAN DIEGO
STATE OF CALIFORNIA,	)	AFFIDAVIT FOR SEARCH WARRANT
	(ss.
COUNTY OF SAN DIEGO	)                          No.______________________________
I, XXX, do on oath make complaint, say and depose the following on this       day of XXX, 2018: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED AND FORENSICALLY EXAMINED
1. Vehicle described as XXX bearing California license plate XXX and vehicle identification number XXX, registered to XXX.  The vehicle is currently being stored within the secure storage area located at XXX.  The search of the vehicle will include:
a. User data of subject vehicle’s infotainment and telematics systems.
ITEMS TO BE SEIZED
For the following property, to wit:  
1. All Applications, all Connections; to include Bluetooth Unique Identifiers and Wi-Fi Unique Identifiers and all Devices; to include CD/DVD Media Files and Unique Identifiers, Embedded Device Call Logs, Contacts, Media Files, Short Message Service (SMS) and Unique Identifiers.  Mass Storage Devices Media Files and Unique Identifiers. Phones Call Logs, Contacts, Media Files, SMS and Unique Identifiers. Events, Android Auto enable, Apple Carplay enabled, Bluetooth Connections, Devices, Doors, Driver Distraction, Gear Shift, GPS Warnings, Hard Acceleration. Hard Hard Braking, Light Status, Media, Message Display, Odometer Reading, Phone Calls, Speech Recognition, Stop/Start Log, Systems, Time Update, Traction Events, Traffic Update, USB Connections, Voice Command, Voice Recording, Web Browser History and Wi-Fi Connections. Navigation Location, Routes and Track Logs and System Meta Data:
a. tending to indicate efforts to [crime investigating];
b. tending to identify other facilities, storage devices, or services-such as email  addresses, IP addresses, phone numbers-that may contain electronic evidence tending to indicate efforts to [crime investigating];
c. tending to identify co-conspirators, criminal associates, or others involved in efforts to [crime investigating];
d. tending to identify travel to or presence at locations involved in [crime investigating];
e. tending to indicate payment for [crime investigating];
f. tending to identify the user of, or persons with control over or access to, the subject vehicle; or
g. tending to place in context, identify the creator or recipient of, or establish the time of creation or receipt of communications, records, or data above.
AFFIANT’S QUALIFICATIONS
	 Add in qualifications and then modify below for your investigation
Based on my training, work experience, and conversations with other law enforcement personnel, I am also aware that:
a. Smugglers and traffickers will use cellular phones because they are mobile and they have instant access to phone calls, text, web, and voice messages.
b. Smugglers and traffickers will use cellular phones because they are able to actively monitor the progress of their illegal activities from point of origin in Mexico to point of destination in the United States.
c. Smugglers and traffickers and their accomplices will use cellular phones because they can easily arrange and/or discuss smuggling fees, availabilities of transportation, and costs associated with smuggled narcotics. 
d. Smugglers and traffickers will use cellular phones to direct, coordinate the transfer and acquisition of payment for smuggling and trafficking fees and coordinate drivers to synchronize an exact drop off and/or pick up time of their narcotics.
e. The use of cellular phones by smugglers and traffickers tend to generate evidence that can be stored on the vehicle’s computer system, including but not limited to call logs, contact lists, SMS messages, emails, pictures, videos and social media feeds.
f.  Vehicle infotainment and telematics (information that is saved on a vehicle’s computer) systems store a vast amount of data such as recent destinations, favorite locations, call logs, contact lists, SMS messages, emails, pictures, videos, social media feeds, and the navigation history of everywhere the vehicle has been.  Many systems record events such as when and where a vehicle’s lights are turned on, which doors are opened and closed as specific locations, and where the vehicle is when Bluetooth devices connect.
PROBABLE CAUSE
During the course of my duties, I have learned the following information based upon my discussions with the named witnesses or by having read the reports of or talked with other officers or federal agents who have spoken directly with the named witness.  All references to dates refer to the current calendar year unless otherwise stated, all locations are within the county of XXX unless otherwise specified.

OPINIONS AND CONCLUSIONS
Based upon my experience, training, and consultation with other law enforcement officers experienced in [crime investigating] investigations, and all the facts and opinions set forth in this affidavit, I believe probable cause exists to conclude that the subject vehicle was used to smuggle narcotics. The information contained in the vehicle may include cellular phone information used to commit the crime of narcotics smuggling, historical GPS information, transmitting and storing data, which constitutes evidence, fruits, and instrumentalities of narcotics smuggling. There is also probable cause to conclude that evidence, fruits and instrumentalities of the illegal activities committed by XXX exist in the subject vehicle.
Given the nature of the property to be seized, I wish to utilize the services of an expert to aid me in the execution of this warrant, as well as in the analyzation of the electronic information which is obtained.  I believe such an expert is authorized to assist me pursuant to Penal Code section 1530, and pursuant to People v. Superior Court of Santa Clara County (1980) 104 Cal.App.3d 1001.  The information is stored in the infotainment and telematics systems which is accessed by cables and software manufactured and sold by XXX. A XXX operations expert from the Technical Operations Group is employed by the United States Border Patrol, San Diego Sector Intelligence Unit. One of their responsibilities is to assist the United States Border Patrol in collecting infotainment and telematics systems information.  The Technical Operations Group is trained in the use of the device and interpretation of the electronic files. The information is vital evidence.
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of electronic media search warrant would create an adverse result for the following reasons.
State investigation specific reasons for requesting delayed notification.
Based on these reasons, I am requesting that notification to the target of electronic media search warrant by law enforcement be delayed for an additional ninety (90) days.
OR
Furthermore, after successfully serving the warrant, pursuant to 1546.2(a) PC, XXX will be given notice of the warrant, which will state with reasonable specificity the nature of the investigation under which this warrant is sought. The notice will also include a copy of this warrant.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.  Furthermore, after successfully serving the warrant, pursuant to 1546.2(a) PC, XXX will be given notice of the warrant, which will state with reasonable specificity the nature of the investigation under which this warrant is sought. The notice will also include a copy of this warrant.
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be within the above mentioned location when the warrant is served.
Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  
I, the affiant, hereby ask that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.  
This affidavit has been reviewed for legal sufficiency by Deputy District XXX.
	Given under my hand and dated this        day of XXX, 2018.

						   ________________________________
							Affiant:

[bookmark: _GoBack]Subscribed and sworn to before me 
this       day of XXX, 2018, 
at _______________a.m./p.m.

_____________________________
Judge of the Superior Court
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