

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, XXXXX, do on oath make complaint, say and depose the following on this ____day of XXXX, 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:

LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
A. The record storage areas and all parts therein of the company known as Apple, Inc. located at 1 Infinite Loop,  Cupertino, CA 95014,  Fax: (408) 974-9316;
ITEMS TO BE SEIZED

For the following property from within the Apple iPhone, to wit:

1. Any and all Apple iCloud backups originating from Apple ID: trustice2146@gmail.com; for the period covering June 28, 2013 through August 29, 2013. 
AFFIANT’S QUALIFICATIONS

PROBABLE CAUSE

During the course of my current duties I have learned the following from having read the reports of other law enforcement officers and/or speaking with the victims and witness of the alleged crimes. All dates refer to the current calendar year unless otherwise specified.

WRITE YOUR CASE SPECIFIC INVESTIGATION HERE.
Based on my training and experience I know there are many models of cellular telephones and tablet computers that have a built-in camera that can take still photographs and/or videos. This is true of the Apple iPhone and iPad.  Based on my training and experience, and my investigation conducted thus far, I know that persons involved in crimes may use their cellular telephones and/or tablet computers, equipped with such a feature, to take and store pictures and/or videos that depict him/herself and/or other co-conspirators, as well as photographs and/or videos that depict evidence of their criminal activities. 

It is my experience that individuals who own an Apple device (such as an iPhone and iPad) will utilize Apple’s free iCloud service to back up their phone’s data.

Based on my training and experience, I know that iCloud is a cloud storage and cloud computing service from Apple. The service allows users to store data, such as music files, on remote computer servers for download to multiple devices such as iOS-based devices, and personal computers running OS X or Microsoft Windows. The cloud-based system allows users to store music, photos, applications, documents, bookmarks, reminders, backups, notes, iBooks, and contacts, and provides a platform for Apple's email servers and calendars. Photo Stream is a service supplied with the basic iCloud service which allows users to store the most recent 1,000 photos on the iCloud servers up to 30 days free of charge. When a photo is taken on a device with Photo Stream enabled (such as an Apple iPhone or iPad), it is automatically uploaded to the iCloud servers; from there, it is automatically pushed to the rest of the user's registered devices. iCloud customers are provided with 5 gigabytes (GB) of free cloud storage with the option of purchasing an additional 10, 20, or 50 GB of storage space.

OPINIONS AND CONCLUSIONS

Based on my training and experience and the facts described in this affidavit, I believe and I have probable cause to believe that by executing a search warrant on the named Apple iCloud account I will obtain evidence of activities related to _______________.  
I believe a review of ______________ backed up iCloud data will provide investigative leads and evidence relevant to this ongoing criminal investigation.
Based on my training and experience, I am aware of the following:

A. That personally identifiable information is often obtained through the use of the internet through third party websites or through the use of e-mails;
B. That credit card fraud often involves the use of the computer/mobile devices/internet to place fraudulent orders for products; and
C. That criminals involved in computer related crimes will often utilize email and SMS text to facilitate their criminal activities.  I believe the contents of any communication sought by this search warrant may tend to assist law enforcement identify any co-conspirators, as well as, identify instances of criminal activity under investigation;
D. Also, photographs, videos email and the like are routinely maintained in a person's mobile device, such as an Apple iPhone.  Such described dominion and control evidence is vital to proving control over the described property to be seized and may also exist on the subject mobile device/cell phone.  
Based on my training and experience, I am aware that individuals who commit computer and internet related crimes will often have records of those crimes stored on their computers, mobile devices, and removable drives.  When using web based services, the application that displays the pages viewed will create cache files on the device being used and retain images of the content viewed by the user. These files can be retrieved, and potentially contain evidence of the crime being committed.  In addition, software on the computer often automatically creates log files, history files, email files, evidence of access dates, and evidence of use while performing actions related to the commission of the criminal activity on the device.  I know that individuals will also use mobile devices to store photos of checks, receipts, correspondence, bank records, and other documents and files related to the criminal acts.  All of these documents may be synched to and stored on an iCloud account and they are of evidentiary value in proving the fraudulent and criminal acts, and identifying the individual(s) responsible. 

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate and to dispose of said property pursuant to the investigating agency property disposition policy, without need for further court order, when the property is no longer of evidentiary value or retained subject to the order of this Court. 

Based upon my training and experience, I believe that the combination of the credit cards, checks, birth certificates and online transactions show that he was in possession of stolen property and that personal identifying information of others will be found on the iCloud account, Penal Code section 530.5(c)(3), Possession of Personal Identifying Information of at least Ten other persons with intent to defraud and Penal Code section 530.5(c)(2), Possession of Personal Identifying Information of another by a Person Who has Previously Been Convicted of Penal Code section 530.5, all felonies.

SEALING
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.] STATE OTHER CASE SPECIFIC REASONS FOR SEALING HERE.
DEFERRED AND/OR DELAYED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
State investigation specific reasons for requesting delayed notification to the target.
Further, under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.
State investigation specific reasons for requesting deferred notification to the company.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the subject of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.

As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court. I further believe that based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524, and that the same be held under California Penal Code Section 1536 and, at the conclusion of this action, including the resolution of any and all appeals, that the property be disposed of.
CUSTODIAN OF RECORDS AFFIDAVIT

The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  XXXXXX is an electronic communication information service provider within the meaning of Penal Code section 1546(e).
Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  
I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

    
This affidavit has been reviewed for legal sufficiency by Deputy District Attorney ______________________.

Given under my hand and dated this ____ day of ___________, ____.








________________________________

Subscribed and sworn to before me 

this _____ day of __________, 201_, 

at _______________a.m./p.m.

_____________________________

Judge of the Superior Court
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