

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA,

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT

FOR USE OF ELECTRONIC SERIAL NUMBER IDENTIFIER
    Penal Code 1524(a)(12)and 1546.2(b)(1)

(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, XXXX, do on oath make complaint, say and depose the following on this ___ day of XXXX, 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
1. Target Telephones:  All telephones utilized by XXXX, (also referred to in this affidavit as “Target”), [Description of Target] 

2. To use, or cause to be used, an ESN identifier anywhere in the County of San Diego to record or decode dialing, routing, addressing, and signaling information transmitted from cellular telephones in a manner reasonably likely to identify the electronic serial number or equivalent unique network identifier of the Target Telephones.
3. The individuals operating the ESN identifier shall use technology reasonably available to restrict the recording or decoding of electronic or other impulses to the dialing, routing, addressing and signaling information used in the processing and transmitting of wire or electronic communications so as not to include the contents of any wire or electronic communication or any location information from a cellular phone, and so as to ensure that the device is used with minimum interference with the services accorded to customers of such service.

4. ESNs collected by the ESN identifier pursuant to this warrant that are not assigned to the Target Telephones shall not be used by the investigative agency, or individuals operating the ESN identifier, for any investigative purpose.

5. This Search Warrant shall be effective for no longer than 30 days from the date this warrant is signed by the Court, and its provisions may be executed as often as reasonably necessary to identify the electronic serial number or equivalent unique network identifier of the Target Telephones.
ITEMS TO BE SEIZED
For the following property, to wit:  

1. To record or decode dialing, routing, addressing, and signaling information transmitted from cellular telephones in a manner reasonably likely to identify the electronic serial number or equivalent unique network identifier of the Target Telephones.
AFFIANT’S QUALIFICATIONS 
PROBABLE CAUSE
A. Target Telephones:

XXXX, (also referred to in this affidavit as “Target”), [Description of Target].  Law enforcement agents will be conducting surveillance in this area, and will also conduct mobile surveillance at other locations XXXX may travel. XXXX is believed to use cellular telephone numbers XXXXX, as well as other, unidentified telephones, to further his criminal activity (the “Target Telephones”).
B. ESN Identifier:

The electronic serial number identifier will decode and/or record non-content signaling information transmitted by a cellular telephone within a limited radius to determine the unique numeric identifiers of the telephone or telephones used by XXXX (the "Target Telephones").  An explanation as to how the device works follows.  
A cellular telephone is a two-way radio with a low-power transmitter that operates in a network of cell sites.  Cell sites contain an antenna, one function of which is to receive signals from and transmit signals to cellular telephones. 

Each cellular telephone has at least one unique non-dialable network identifying number or address that distinguish it from other cellular telephones (hereinafter, singly, "electronic serial number" or "ESN"
).  The ESN is electronically programmed into every cellular telephone by a chip or software.  Regardless of whether an active telephone is making or receiving a call, it periodically transmits a signal to register with cell sites owned by the telephone's service provider.  As part of that signaling, the telephone transmits its ESN, or an equivalent unique network identifying number, to the cell site.  The transmitted ESN enables the service provider's network to identify the particular telephone for billing, routing, and other purposes.  This exchange between the telephone and the cell site tower occurs on a dedicated radio channel that is separate from the dedicated voice channel used for call content (i.e., audio). 

The ESN identifier to be used here simulates a cell site to collect the ESNs of all cellular telephones in a limited radius (approximately 0.25 miles) from the device, but does not intercept the content of any communication.  The ESN identifier causes each cellular telephone within its effective area to identify itself to the ESN identifier (just as it would to a cell site).  The cellular phone then sends a signal containing the cellular telephone's ESN or equivalent unique identifying number.  The ESN identifier obtains the unique numeric identifier, logs the information into the computer, and releases the phone back to its cellular network.  The process takes less than a second for each phone and does not depend on the phone sending or receiving a call.  Content is not captured by the device during its momentary interaction with the cellular phone, and to the extent that the ESN identifier is technically capable of intercepting content, determining the location of the phone with respect to the device, or capturing dialed or received telephone numbers, it will not be so used. 

To identify the ESNs of the Target Telephones, the ESN identifier will be used in conjunction with physical surveillance on the Target.  By using the device at multiple locations in the vicinity of the Target, and also at a location or locations where the Target is known to be not present, investigating agents can discover the ESNs of the Target Telephones through a process of elimination.  

Although the ESN identifier will collect the ESNs not only of the Target Telephones, but also of nearby cellular telephones not connected to the Target, these latter ESNs will not be used by law enforcement for investigative purposes, just as the extraneous incoming and outgoing telephone numbers necessarily recorded by conventional pen registers and trap-and-trace devices are not used for affirmative investigative purposes. 

Once the ESNs for the Target Telephones are obtained, law enforcement can conduct further investigation such as, for example, issuing a subpoena to obtain the subscriber or toll records for the Target Telephones, or applying under a separate application for a conventional pen register or trap-and-trace on the Target Telephones.  This application does not seek authorization for such further investigation and seeks only permission for use of the ESN identifier to obtain the ESNs of the Target Telephones.  


C. Investigation: 
I seek authority to use an ESN Identifier to detect radio signals emitted from wireless telephones that merely identify the telephones to the network (e.g., the telephone’s serial number and phone number) for authentication.  By determining the identifying registration data at various locations in which the Target Telephones are reasonably believed to be located, the telephone numbers corresponding to the Target Telephones can be isolated through a process of elimination.  Data transmitted during autonomous registration is not dialed or otherwise controlled by the telephone user.  It is an autonomous transmission that occurs when the phone is turned on and periodically thereafter, regardless of whether a call is being made, and in fact, is clearly separate from the establishment or maintenance of a call.  Indeed, the phone will transmit this data into the public airspace in an attempt to register even in a foreign country where a different cellular transmission frequency is used.  

The [Law Enforcement Agency] will install or cause to be installed and use an ESN Identifier which records or decodes dialing, routing, addressing or signaling information transmitted by the Target Telephones and any cellular phone within the proximity of the Target Telephones, that may disclose its telephone number or other unique identifying information (e.f., its ESN, IMEI or IMSI).  This is necessary in order to identify the Target Telephones to the exclusion of others also operating within a particular geographical area.  Any potential service disruption would be brief and will be minimized by reasonably limiting the scope and duration of the collection.  In order to achieve the investigative objective in a manner that is the least intrusive, data incidentally acquired shall be deleted.  
Although the investigation has revealed that XXXXX possibly uses one or more unidentified cellular telephones, the Target Telephones, the telephone numbers, the identity of the telecommunications provider for the identified Target Telephones, and other identifiers for the Target Telephones not otherwise described herein remain unknown to law enforcement.  Thus, the attributes of the communications to which the requested order applies are wireless telephone communications of the Target utilizing GSM, CDMA, IDEN, TDMA, UMTS or analog protocols -- which comprise the entirety of all cellular or wireless telephone protocols currently used in the United States.  The number or other identifier of the telephone line or other facility with respect to which the ESN identifier is to be attached or applied is unknown.  It is the purpose of the requested search warrant to identify this unknown information to ascertain from addressing, routing, and signaling information one or more of the ESNs or other unique identifying numbers of the Target Telephones.
OPINIONS AND CONCLUSIONS

Using an ESN Identifier will assist agents in identifying all cellular phones utilized by XXXX.  By identifying any additional cellular phones utilized by XXXX, detectives will be able expand this investigation to include XXXXX’s coconspirators.  
Wherefore, your affiant requests a search warrant, authorizing law enforcement to use an electronic serial number identifier to collect non-content wireless signaling information in order to identify the telephone or telephones being used by XXXXXX in an ongoing criminal investigation.  
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.

SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948, I respectfully request this search warrant and affidavit be sealed pending further order of court.  Without sealing, the search warrant and affidavit become a matter of public record within ten days (Penal Code section 1534(a)). Based on my training and experience and that of other law enforcement personnel with whom I have spoken, I believe that persons who learn they are being investigated by law enforcement will temporarily cease their activities or means to communicate and avoid detection by law enforcement, thereby impeding or ending the investigation.  Furthermore, sealing is justified even against discovery by the defendant based on the governmental privilege allowing for the protection of the identity of informants pursuant to Evidence Code section 1041 (Swanson v. Superior Court (1989) 211 Cal.App.3d 332).  The sealing requested herein, however, is not based on denying discovery to the defendants when and if they are charged, but is being requested to merely prohibit public disclosure which could surely undermine the continuing investigation herein and could jeopardize individuals cooperating with law enforcement in this case.  Further, the exact nature of the ESN Identifier device and its configuration is a law enforcement sensitive investigative technique, the disclosure of which would likely jeopardize other on-going investigations and future use of the technique.  
Therefore, I request that this affidavit and search warrant be sealed unless and until otherwise ordered by the court.   
DEFERRED AND/OR DELAYED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
State investigation specific reasons for requesting delayed notification
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

I believe that there is good cause to believe that notification to the target of the warrant and/or the subject of electronic search would create an adverse result for the following reasons.

State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the subject of electronic search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2), those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524(a)(12) and 1546.2(b)(1) and Title 18, United States Code, Sections 2703 (b) and (c), 2705 (a)(1), and 3121-3126.    

I, the affiant, hereby pray that a search warrant and court order be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXX.
Given under my hand and dated this ___day of XXXXX, 2015.








________________________________

Subscribed and sworn to before me 

This ___ day of XXXX, 2015, 

at _______________a.m./p.m.

_____________________________

Judge of the Superior Court

     �  Depending on the specific technology at issue and whether the identification number specifies a device or its user, there are several other terms besides "electronic serial number" ("ESN") used to describe a cellular phone's unique network identification number.  These include "mobile equipment identifier" ("MEID"), "mobile directory number" ("MDN"), "international mobile subscriber identity" ("IMSI"), "international mobile equipment identity" ("IMEI"), "mobile station identity" ("MSID"), and "universal fleet member identity" (“UFMI”).  For the purposes of this application, the term "ESN" will be used to refer to all unique network identifying numbers, by whatever name, that serve the basic purpose of identifying a wireless telephone or its user to a wireless phone network.     
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