

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA,

 COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,)

AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO)

No. _______________________________

I, XXXXXX, do on oath make complaint, say and depose the following on this ____day of XXXXXX 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The records storage areas and all parts therein of XXX, address…; Qualified to do business in the State of California pursuant to Sections 2105 and 2110 of the California Corporations Code.
ITEMS TO BE SEIZED

For the following property between the dates of XXX through XXX, to wit:

1. The following customer or subscriber account information for each account registered to or associated with XXXcompany telephone number (XXX) XXX-XXXX  for the time period [date range]:

a. Subscriber information to include name, address, date of birth, associated phone numbers, “Buddy,” “Friends and Family,” and “Favorites” type lists, billing and payment information, and any other identifying information for all subscribers affiliated with the above listed phone numbers between the dates listed above; and
b. Telephone or instrument number or other subscriber number or identity, including any temporarily assigned network address;

2. All records and other information relating to the accounts registered to or associated with XXXcompany telephone number (XXX) XXX-XXXX  for the time period [date range], including:
a. Telephone records, including caller identification records, cellular site and sector information, GPS data, and cellular network identifying information (such as the IMSI, MSISDN, IMEI, MEID, or ESN);

AFFIANT’S QUALIFICATIONS
PROBABLE CAUSE
During the course of my duties, I have learned the following based upon my discussions with the named witnesses or by having read the reports of or talked with other law enforcement officers (LEOs) who have spoken directly with the named witnesses.  

The subpoena compliance office employee also told me they will accept service of the search warrant at the address and business fax listed in “Location to be Searched”, above. 
OPINIONS AND CONCLUSIONS


I know from my training and experience and investigations involving cell phones and cell phone providers that cell phone service providers maintain business records that include information listed in sections 1-5 of Items to be Seized, above. 

Subscriber information is the service provider’s business record of communications with the subscriber (customer) of the cell phone service.  I am requesting subscriber information for the above-listed cell phone numbers because I know cell phone providers, like other businesses, keep records of the name, address, and other information of the person subscribing to the cell phone service, as a means of tracking customers and facilitating billing for the provider services.  The subscriber information will corroborate the identity of the subscriber, and, circumstantially, the user of the cell phones listed in this affidavit.
///

///

///

///


Additionally, I know that all cell phones have special codes associated with them. These codes are used to identify the phone, the phone's owner and the service provider. Some of the various Cell Phone Codes used are as follows:

1. Electronic Serial Number (ESN): It is a unique 32-digit number programmed into the phone when it is manufactured;
2. Mobile Identification Number (MIN): A 10-digit number derived from the phone’s number; and
3. System Identification Code (SID): A unique 5-digit number that is assigned to each carrier by the Federal Communications Commission (FCC).

ESN is a permanent part of the phone while both MIN and SID codes are programmed into the phone when a service plan is purchased and the phone is activated.  The ESN for the phone remains the same even if the number changes.
ESNs were created by the U.S. Federal Communications Commission (FCC) to uniquely identify mobile devices.  An ESN is a unique identification number embedded by manufacturers on a microchip in wireless phones. The ESN is automatically transmitted to a base station when a call is made. The carrier’s mobile switching office then detects the ESN and checks the validity of the call to prevent fraud.  The electronic serial numbers are used in devices using code division multiple access (CDMA) technology. 
The International Mobile Subscriber Identity or IMSI is used to identify the user of a cellular network and is a unique identification associated with all cellular networks. It is stored as a 64 bit field and is sent by the phone to the network. It is similar to an ESN.  The IMSI is used in any mobile network that interconnects with other networks. For GSM, UMTS and LTE network, this number is provisioned in the SIM card and for CDMA2000 in the phone directly or in the R-UIM card (the CDMA2000 analogue to a SIM card for GSM).  An IMSI is usually presented as a 15 digit number, but can be shorter. 

The mobile identification number (MIN) or mobile subscription identification number (MSIN) refers to the 10-digit unique number that a wireless carrier uses to identify a mobile phone, which is the last part of the international mobile subscriber identity (IMSI). The MIN is a number that uniquely identifies a mobile phone working under TIA standards for cellular and PCS technologies. It can also be called the MSID (Mobile Station ID) or IMSI_S (Short IMSI).
The IMEI or MEID number for your mobile phone acts as a unique identifier for that device. No two devices will have the same IMEI or MEID, which makes it a very useful tool for tracking lost or stolen cell phones.  MEID stands for Mobile Equipment Identifier and is a unique identifier for a mobile device. MEID is a form of ESN (Electronic Serial Number). MEID numbers often have multiple formats, MEID HEX and MEID DEC.
The MSISDN (Mobile Station - ISDN) number is the telephone number that is assigned to a mobile user. This telephone number makes it possible for any subscriber of the plain old telephone network to call a mobile station.
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.

State investigation specific reasons for requesting delayed notification.
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the target of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  XXXXXX is an electronic communication information service provider within the meaning of Penal Code section 1546(e).

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

This affidavit has been reviewed and approved for legal sufficiency by San Diego County Deputy District Attorney XXXXXX.


Given under my hand and dated this ___ day of XXXXXX, 20XX.
_______________________________









                    XXXXXX
Subscribed and sworn to before me 

this ___ day of XXXXXX 20XX 

at _______________a.m./p.m.

_____________________________

      Judge of the Superior Court
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