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CERTIFIED FOR DELAYED AND DEFERRED NOTICE
IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 
COUNTY OF SAN DIEGO
SEARCH WARRANT and COURT ORDER
No. __________________________

The People of the State of California, to any peace officer in the County of San Diego:
Proof, by affidavit having been this day made before me by XXXX, a peace officer employed by the XXX, that there is substantial probable cause pursuant to Penal Code section 1524 for the issuance of the search warrant, as set forth in the affidavit attached hereto and made a part hereof as is fully set forth herein, you are, therefore, commanded to make search at any time of the day, good cause being shown therefore;
The court further finds that that the information to be obtained is relevant to an ongoing criminal investigation being conducted by [law enforcement agency] of [suspect] in connection with possible felony violations of California law including, but not limited to: XXX.
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED
A. The records in the constructive or actual possession of the California corporation known as Lyft, Inc., 185 Berry Street, Suite 5000, San Francisco, California, 94107; email:  LER@lyft.com, the search is to include the premises and all record storage areas and all parts therein.
ITEMS TO BE SEIZED
For the following property, for the dates of XXX to XXX, to wit:  
1. All Lyft account information for user/account ID:  XXX, including, but not limited to:
a. All registration information;
b. User Names and profile names;
c. E-mail addresses and passwords;
d. Profile information;
e. Settings information (account, privacy, application);
f. Private messages in the user’s inbox, sent messages, trash/deleted messages, notifications, and updates;
g. Security questions, and answers to security questions, privacy control and credit card(s) information;
h. Chat information;
i. IP logs (which includes the date stamps of the IP logs at login), initial login IP address and account activity for the above date range; 
j. Log Information including, but not limited to, server logs, which may include information like device IP address, access dates and times, app features or pages viewed, app crashes and other system activity, type of browser, and the third-party site or service used before interacting with Uber;
k. Other information including name, address, phone number and other screen names or user names that may tend to identify the user;
l. Location Information, including, but not limited to, precise location data about the trip from the Lyft app used by the Driver and/or Rider, the precise location of the device when the app was running in the foreground or background, and the approximate location from the IP address;
m. Contacts Information including, but not limited to, the address book on the device;
n. Transaction Information including, but not limited to, transaction details relating to the use of Lyft Services, including the type of service requested, date and time the service was provided, amount charged, distance traveled, and other related transaction details; 
o. Usage and Preference Information including, but not limited to, information about how the user interacts with Lyft Services, preferences expressed, and settings chosen; 
p. Device Information including, but not limited to, information about the mobile device used, including, for example, the hardware model, operating system and version, software and file names and verions, preferred language, unique device identifier, advertising identifiers, serial number, device motion information, and mobile network information;
q. Call and SMS Data including, but not limited to, communications and call data between Users/Riders and Drivers and/or company including the date and time of the call or SMS message, the parties’ phone numbers, and the content of the SMS message; and
r. [bookmark: _GoBack]Other payment providers, social media services, applications, websites, or APIs that have been linked with the subject Lyft account or that have been used to create or log into the subject Lyft account.
ORDER TO DELAY NOTIFICATION TO TARGET OF INVESTIGATION
The Court finds there is substantial probable cause to believe notification to the target(s) of the search warrant whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [law enforcement agency] is granted and that notification to the target(s) of the warrant is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO DEFER NOTIFICATION TO COMMUNICATION SERVICE SUBSCRIBER
The Court finds there is substantial probable cause to believe notification to the communication service subscriber(s) whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [law enforcement agency] is granted and that notification to the communication service subscriber(s) is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO CERTIFY RECORDS AS AUTHENTIC
The electronic communication service provider is further ordered to verify the authenticity of electronic information that it produces by providing an affidavit certifying that the records are true and correct.
Affiant shall bring the return report forthwith before me at the Superior Court of the State of California for the County of San Diego, or to any other court in which the offense in respect to which the property or things is triable, pursuant to sections 1536 and 1546 et. seq. of the California Penal Code.  Affiant shall thereafter retain in your custody the data or information subject to further order of the issuing magistrate or a court with jurisdiction over the matter, and shall dispose of said data only upon order of the issuing magistrate or a court with jurisdiction over the matter.
As required by Penal Code section 1546.1(d)(2), any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court.
[bookmark: Text36]	Given under my hand and dated this ___ day of XXX, 20XX.
							__________________________________
Judge of the Superior Court 
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