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CERTIFIED FOR DELAYED AND DEFERRED NOTICE
IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 
COUNTY OF SAN DIEGO
SEARCH WARRANT and COURT ORDER
No. __________________________

The People of the State of California, to any peace officer in the County of San Diego:
Proof, by affidavit having been this day made before me by XXXXXX, a peace officer employed by the [LAW ENFORCEMENT AGENCY], that there is substantial probable cause pursuant to Penal Code section 1524 for the issuance of the search warrant, as set forth in the affidavit attached hereto and made a part hereof as is fully set forth herein, you are, therefore, commanded to make search at any time of the day, good cause being shown therefore;
The court finds that the information to be obtained by this search warrant and court order is relevant to an ongoing criminal investigation being conducted by [LE Agency] of [target] in connection with possible violations of California law including, but not limited to: [Crime Code section).
LOCATION, PROPERTY, AND/OR PERSON(S) TO BE SEARCHED 
1. The records storage areas and all parts therein of AT&T, which has a legal compliance office, located at 11760 U.S. Highway One, 6th Floor, North Palm Beach FL 33408 fax number (888) 938-4715,with an Agent for Service of Process in California located at CT Corporation System,818 West 7th Street,Los Angeles, California 90017; Qualified to do business in the State of California pursuant to Sections 2105 and 2110 of the California Corporations Code.
ITEMS TO BE SEIZED
For the following property, for the dates of XXX to XXX, to wit:  
1. [bookmark: _Hlk23238368]All records associated with mobile number <Phone Number> for the dates of [THE MONTH-DATE-YEAR OF THE DATE YOU WISH TO START YOUR REQUEST FROM (E.G. SUGGEST 3 MONTH OR LONGER PERIOD PRIOR TO YOUR EVENT FOLLOWED BY YOUR TIME ZONE (I.E. PACIFIC STANDARD TIME)]  to [THE MONTH-DATE-YEAR OF THE END OF THE REQUESTED PERIOD TYPICALLY TODAY’S DATE.]. *If the number is not associated with a subscriber on your network you are ordered to process this request as a “Call and Text to Destination” search that is to include all calls, text, text message content, voicemails, and cell-site and sector information related to each call or text.  This request includes:
a. Specialized Location Records: All call, text and data connection location information, related to all specialized carrier records that may be referred to as NELOS (Network Event Location System), RTT (Round Trip Time/Return Trip Time/Real Time Tool), PCMD (Per Call Measurement Data), and TruCall® or TDOA (Time Distance of Arrival or Timing Advance Information), Mediation Records, E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and Cell-Site and sector of the device in relationship to the network when connected to the network for the above referenced number.
b. Call/Text/Data Detail Records: All records associated with the identified mobile number <Phone Number>, also to include all numbers that communicate with this listed number relating to all delivered and undelivered inbound and outbound calls, text messages, and text message content to any of the above listed numbers, all voice mail, and all data connections from [START DATE OF YOUR REQUEST] through [END DATE OF YOUR REQUEST TYPICALLY TODAY'S DATE FOLLOWED BY YOUR TIME ZONE (I.E. PACIFIC STANDARD TIME], and to include Cell-site and sector, date, time, direction, duration, number called or text to and/or received from, and bytes up/down, information related to each call, text or data connection, all text message content, and voicemails, as well as Call to Destination/Dialed Digits search for all numbers listed above.  Please preserve all cell-site and sector information related to each call, text or data connections.
c. Electronically Stored Records:  All records associated with the identified mobile number <Phone Number>, to include all stored communication or files, including voice mail, text messages, including numbers text to and received from and all related content, e-mail, digital images (e.g. pictures), contact lists, video calling, web activity (name of web site or application visited or accessed), domain accessed, data connections (to include Internet Service Providers (ISPs), Internet protocol (IP) addresses, (IP) Session data, (IP) Destination Data, bookmarks, data sessions, name of web sites and/or applications accessed), date and time when all web sites, applications, and/or third party applications were accessed and the duration of each web site, application, and/or third party application was accessed, and any other files including all cell site and sector information associated with each connection and/or record associated with the cell number identified as: <Phone Number>
d. Carrier Key related to call detail, text messages, data connections, IP logs, IP Sessions, web site and/or application connections, and cell site information.
e. Cloud Storage: Content stored in remote storage or ‘cloud accounts’ associated with the target device including, but not limited to, contacts, call logs, SMS and MMS messages with associated content including audio, video, and image files, digital images and videos, and files or documents.
f. Cell Site List(s): List of all cell-sites as of [MONTH/YEAR OF THE MONTH FOLLOWING YOUR EVENT]  for all state(s) in which the above records used cell locations.  Cell site lists to include switch, cell-site number, name, physical address, longitude and latitude, all sectors associated with each cell-site, azimuth, and beam-width of each related sector.  If multiple technologies (CDMA, UMTS, GSM, LTE etc.) are referenced in the records, all appropriate corresponding cell site lists will also be provided.
g. Subscriber Records:  All information for the following mobile number <Phone Number> including:
i. All Subscriber information to include name, tax identification number (social security number or employer identification number).	
ii. Any Physical address, mailing addresses, residential addresses, business addresses, e-mail addresses and any other address information.
iii. All Credit information obtained or used by the company to grant account status.
iv. All numbers associated with account.
v. All Billing records.
vi. All payments to include method, date and time of payments, and location (store name, address, and phone number of location where payment(s) were made).
vii. All Authorized users on the associated account.
viii. Activation date and termination date of each device associated with the account and above listed number(s).
ix. Types of service subscriber utilized (e.g. A-list, AT&T Messages, friends and family).
x. Make, model, serial number, IMEI, ESN, MEID, and MAC address associated with the above listed numbers including any and all equipment or sim card changes for the life of the account.
xi. All customer service and account notes.
xii. [bookmark: _GoBack]Any and all number and/or account number changes prior to and after the cell number was activated.
h. Any other records and other evidence relating to phone number <Phone Number>.   Such records and other evidence include correspondence and other records of contact by any person or entity about the above-referenced account(s), the content and connection logs associated with or relating to postings, communications and any other activities to or through the above referenced phone numbers, whether such records or other evidence are in electronic or other form.
ORDER TO DELAY NOTIFICATION TO TARGET OF WARRANT
The Court finds there is substantial probable cause to believe notification to the target(s) of the search warrant whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [LE Agency] is granted and that notification to the target(s) of the warrant is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO DEFER NOTIFICATION TO COMMUNICATION SERVICE SUBSCRIBER
The Court finds there is substantial probable cause to believe notification to the communication service subscriber(s) whose activities are recorded in the records described above would impede or destroy this investigation.  Accordingly, the court orders that the request of the [LE Agency] is granted and that notification to the communication service subscriber(s) is delayed pending further order of this court for a period of ninety (90) days.
ORDER TO CERTIFY RECORDS AS AUTHENTIC
The electronic communication service provider is further ordered to verify the authenticity of electronic information that it produces by providing an affidavit certifying that the records are true and correct.
Affiant shall bring the return report forthwith before me at the Superior Court of the State of California for the County of San Diego, or to any other court in which the offense in respect to which the property or things is triable, pursuant to sections 1536 and 1546 et. seq. of the California Penal Code.  Affiant shall thereafter retain in your custody the data or information subject to further order of the issuing magistrate or a court with jurisdiction over the matter, and shall dispose of said data only upon order of the issuing magistrate or a court with jurisdiction over the matter.
As required by Penal Code section 1546.1(d)(2), any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court.
[bookmark: Text36]	Given under my hand and dated this ___ day of XXXX, 20XX.
							__________________________________
Judge of the Superior Court 
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