

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA,

 COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,)

AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO)

No. _______________________________

I, XXXXXX, do on oath make complaint, say and depose the following on this ____day of XXXXXX 20XX: that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The records storage areas and all parts therein of XXX, address…; Qualified to do business in the State of California pursuant to Sections 2105 and 2110 of the California Corporations Code.
ITEMS TO BE SEIZED

For the following property between the dates of XXX through XXX, to wit:

1. All records associated with mobile number <Phone Number> for the dates of [THE MONTH-DATE-YEAR OF THE DATE YOU WISH TO START YOUR REQUEST FROM (E.G. SUGGEST 3 MONTH OR LONGER PERIOD PRIOR TO YOUR EVENT FOLLOWED BY YOUR TIME ZONE (I.E. PACIFIC STANDARD TIME)]  to [THE MONTH-DATE-YEAR OF THE END OF THE REQUESTED PERIOD TYPICALLY TODAY’S DATE.]. *If the number is not associated with a subscriber on your network you are ordered to process this request as a “Call and Text to Destination” search that is to include all calls, text, text message content, voicemails, and cell-site and sector information related to each call or text.  This request includes:
a. Specialized Location Records: All call, text and data connection location information, related to all specialized carrier records that may be referred to as NELOS (Network Event Location System), RTT (Round Trip Time/Return Trip Time/Real Time Tool), PCMD (Per Call Measurement Data), and TruCall® or TDOA (Time Distance of Arrival or Timing Advance Information), Mediation Records, E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and Cell-Site and sector of the device in relationship to the network when connected to the network for the above referenced number.
b. Call/Text/Data Detail Records: All records associated with the identified mobile number <Phone Number>, also to include all numbers that communicate with this listed number relating to all delivered and undelivered inbound and outbound calls, text messages, and text message content to any of the above listed numbers, all voice mail, and all data connections from [START DATE OF YOUR REQUEST] through [END DATE OF YOUR REQUEST TYPICALLY TODAY'S DATE FOLLOWED BY YOUR TIME ZONE (I.E. PACIFIC STANDARD TIME], and to include Cell-site and sector, date, time, direction, duration, number called or text to and/or received from, and bytes up/down, information related to each call, text or data connection, all text message content, and voicemails, as well as Call to Destination/Dialed Digits search for all numbers listed above.  Please preserve all cell-site and sector information related to each call, text or data connections.
c. Electronically Stored Records:  All records associated with the identified mobile number <Phone Number>, to include all stored communication or files, including voice mail, text messages, including numbers text to and received from and all related content, e-mail, digital images (e.g. pictures), contact lists, video calling, web activity (name of web site or application visited or accessed), domain accessed, data connections (to include Internet Service Providers (ISPs), Internet protocol (IP) addresses, (IP) Session data, (IP) Destination Data, bookmarks, data sessions, name of web sites and/or applications accessed), date and time when all web sites, applications, and/or third party applications were accessed and the duration of each web site, application, and/or third party application was accessed, and any other files including all cell site and sector information associated with each connection and/or record associated with the cell number identified as: <Phone Number>
d. Carrier Key related to call detail, text messages, data connections, IP logs, IP Sessions, web site and/or application connections, and cell site information.
e. Cloud Storage: Content stored in remote storage or ‘cloud accounts’ associated with the target device including, but not limited to, contacts, call logs, SMS and MMS messages with associated content including audio, video, and image files, digital images and videos, and files or documents.
f. Cell Site List(s): List of all cell-sites as of [MONTH/YEAR OF THE MONTH FOLLOWING YOUR EVENT]  for all state(s) in which the above records used cell locations.  Cell site lists to include switch, cell-site number, name, physical address, longitude and latitude, all sectors associated with each cell-site, azimuth, and beam-width of each related sector.  If multiple technologies (CDMA, UMTS, GSM, LTE etc.) are referenced in the records, all appropriate corresponding cell site lists will also be provided.
g. Subscriber Records:  All information for the following mobile number <Phone Number> including:
i. All Subscriber information to include name, tax identification number (social security number or employer identification number).


ii. Any Physical address, mailing addresses, residential addresses, business addresses, e-mail addresses and any other address information.
iii. All Credit information obtained or used by the company to grant account status.
iv. All numbers associated with account.
v. All Billing records.
vi. All payments to include method, date and time of payments, and location (store name, address, and phone number of location where payment(s) were made).
vii. All Authorized users on the associated account.
viii. Activation date and termination date of each device associated with the account and above listed number(s).
ix. Types of service subscriber utilized (e.g. A-list, AT&T Messages, friends and family).
x. Make, model, serial number, IMEI, ESN, MEID, and MAC address associated with the above listed numbers including any and all equipment or sim card changes for the life of the account.
xi. All customer service and account notes.
xii. Any and all number and/or account number changes prior to and after the cell number was activated.
h. Any other records and other evidence relating to phone number <Phone Number>.   Such records and other evidence include correspondence and other records of contact by any person or entity about the above-referenced account(s), the content and connection logs associated with or relating to postings, communications and any other activities to or through the above referenced phone numbers, whether such records or other evidence are in electronic or other form.
AFFIANT’S QUALIFICATIONS
PROBABLE CAUSE
During the course of my duties, I have learned the following based upon my discussions with the named witnesses or by having read the reports of or talked with other law enforcement officers (LEOs) who have spoken directly with the named witnesses.  

The subpoena compliance office employee also told me they will accept service of the search warrant at the address and business fax listed in “Location to be Searched”, above. 

OPINIONS AND CONCLUSIONS
I have a general understanding of how the cellular telephone network operates. I am aware that cell sites (towers) are strategically placed by cellular service providers, to provide a seamless operation so people can travel virtually anywhere and make or receive an uninterrupted call, send or receive text messages, or initiate a data session via their cellular phone. Usually, cell sites will be mounted high on a large pole, building, or other structure which provides line of sight with the population below. Cell sites are typically divided into sectors, which are made up of antennas connected to cellular radio transceivers. Each sector is mounted on the cell site and faces a specific direction to provide maximum cellular coverage for the people in the area. The range of the cell site and sectors depends on many factors to include environmental and geographic factors and whether it is located in a highly populated, urban environment or desolate rural area. Cell site location information (CSLI) does not provide an exact location of a cell phone; the basic call detail record data only provides the physical location of the cell site (latitude and longitude) and a direction (azimuth) the antennas are facing from the cell site.
I am aware when a person either initiates or receives a voice call, text message, or a data session (usage event) from their cellular device, the device broadcasts signals to the cell site that routes its communications. These signals include a cellular device’s unique identifiers as well as details about the usage event. I am also aware cellular service providers collect and store these usage event details (transaction records) associated with cellular phone numbers during the normal course of business. The usage event records, commonly referred to as call detail records, stored by their respective cell phone company, mostly contain the following information with some 
exceptions based on the specific carrier: Date, time, type of event, duration, phone number initiating the usage event (called, calling), even if caller identification is blocked by the calling party, text message transaction data, the international mobile equipment identifier (IMEI), the international mobile subscriber identifier (IMSI), IP packet data session logs, and cell site location and sector information at the beginning and ending of each usage event.
I believe such information is relevant and material to the ongoing criminal investigation as it may provide investigators with information supporting or refuting the suspect’s alibi, and assist with determining other unidentified co-conspirators, and/or show the general geographic location of the target device before, during, and after the commission of the crime. This is basic information and does not provide an exact location of the person’s cell phone nor does it identify the other parties.

I am aware that obtaining and preserving historical cell phone call detail and specialized location records could also prove to be fruitful, as such records could assist investigators not only with identifying those who may have been in contact with the victim(s) or potential co-conspirators, but may also allow investigators other opportunities, including, but not limited to, confirmation or the disproving of alibis, statements, and other observations.

I know that these records such as those associated with the target phone, are not kept or preserved indefinitely by the cellular service providers and are purged at different intervals. Obtaining and preserving these records at this point in the investigation will ensure the investigators assigned to the case will have them available, and if the case were to go “cold”, future investigators will have access to the records which would otherwise likely not be obtainable. Not only could the preserved records assist in proving one’s guilt, they could also assist in proving one's innocence.

Specialized Location Records:
I am aware cellular service providers maintain specialized location records consisting of engineering data.  These data sets are used by the providers to troubleshoot coverage areas and 
report back on potential dead spots, all with the intent to oversee and optimize the cellular network.  Specialized location records typically contain data for every usage event, to include technology details (e.g. voice, text, data), resource usage, and call failure information.  They can also include data for incomplete calls (e.g. denied calls and set-up failures).  These records not only include the basic call detail records, but also an estimation of the target phones location (Latitude and longitude) with a possible accuracy radius, and/or the distance from the cell site at the time of the usage event.  
Utilizing specialized location records can provide investigators with a much smaller footprint of a target phones location and could place a target phone within close proximity of a crime scene before, during and after a crime.  Each carrier uses their own nomenclature to describe the technology used to obtain this data including: NELOS (Network Event Location System) – AT&T, RTT (Round Trip Time/Return Trip Time/Real Time Tool) - Verizon, PCMD (Per Call Measurement Data) – Sprint & U.S. Cellular, and TruCall® or TDOA (Time Distance of Arrival) – T-Mobile & Metro by T-Mobile.  
I believe this information is relevant and material to the investigation as it provides supplemental geo-location information which, while not precise enough to identify a specific house, is accurate enough to provide block-level accuracy, in some cases.  Investigators can use this information to correlate existing fact patterns and timelines to confirm or refute prior statements and/or evidence regarding the location of the target device.

Call/Text/Data Detail Records & Electronically Stored Records:
I am seeking evidence of communication between identified subject(s) and previously unidentified individuals and entities. In my training and experience, associates communicate together via phone calls, text messages, and social media applications via data sessions and these communications most commonly occur on or through cellular devices.

In my training and experience individuals often use digital devices and cellular devices to post messages to others on social networking applications. In my training and experience it is possible for cellular phone users to use a variety of messaging platforms including the cellular SMS and MMS technology, as well as third-party applications like Facebook Messenger, WhatsApp, Snapchat, iMessage, and many other applications. Although the content of the text messages is only maintained by service providers for a very short time, if at all, and may not be available in response to this warrant, the historical text message detail records are maintained by service providers, and will show that a message was sent or received, when the event occurred, identify the others involved phone number, and in some cases, the cell site records. Therefore, I seek to search all the communication evidence maintained by the service provider.

I am also seeking evidence of association. I know that establishing the association of co-conspirators is important in proving a concert of action between multiple persons. In my training and experience, one of the most effective methods of linking co-conspirators together is by reviewing the call detail records maintained by the cellular service providers. In my training and experience, associates communicate together via voice calls, text messages and third-party applications by means of a data usage event, therefore I am seeking the call detail record evidence to demonstrate the associations of the individuals in this case. Because this evidence is intended to be used to show associations of the user/owner of the device and co-participants, I am seeking the above items regardless of the dates the information was created.

Stored Data (Cloud Storage):
I am aware cellular service providers offer their customers optional free or paid backup digital storage for some of the content stored on their device. These services are offered to secure and restore their digital information in the event their mobile device is lost or stolen. Because these digital storage services are remote and transparent to the consumer, they are often referred to as ‘cloud’ storage. Customers can elect to digitally store the contents of their electronic phone book including details of their contacts, names, phone numbers, email addresses, and other data, calendar events, short message service (SMS) messages, commonly referred to as text messages, multimedia message service (MMS) messages, consisting of pictures, videos, and/or audio files with or without accompanying text, call logs of incoming, outgoing, and missed calls, digital images and videos, music and audio files, and electronic files such as documents and spreadsheets. I believe this information is relevant and material to the matter at hand as the contents of the remote digital storage may contain information presently unavailable to investigators including: associated identifying information from the user’s contacts which would tend to identify possible suspect’s, witnesses, associates, and/or co-conspirators, the content of messages sent between those parties, digital images and videos which may contain evidence of the crime under investigation, and documents related to same.

Cell Site List(s):
I am aware cellular service providers maintain a master cell site list of all cell sites within their network. These cell site lists will include the specific switch, cell site number, name, physical address, latitude and longitude of the cell site, all sectors associated with each cell site, azimuth, and beam-width of each related sector. When reviewing call detail and specialized location records from the carriers, the records may only reference a specific switch, cell and sector, or LAC and CID/eNodeB ID, related to each usage event; they usually will not include the location (latitude and longitude) of the actual cell site and azimuth of the sector. It becomes necessary to reference a cell site list in order to plot the exact location of the cell site and to identify the azimuth of the sector used associated with specific usage events.
Also, in the course of the investigation and review of the call detail and specialized location records, it may become necessary to visualize all cell sites within a geographic region of interest, not just the cell sites used by the target phone. It is just as important to show cell sites not used by a target phone, as it is to show cell sites used. By obtaining the master cell site lists from the cellular service providers, investigators are able to plot all of the cell sites in a given region, helping investigators with disproving of alibis, statements, and other observations evidenced by the records.

Subscriber Records: 
I am seeking evidence of ownership, use, and identification of the subscriber, customer or owner of the electronic communication information contained in the records retained by the cellular service provider. I am aware, depending on whether the account is post-paid or pre-paid, a consumer must provide information to the cellular service provider. Post-paid accounts are credit based whereby a customer is provided service and then billed after the provision of services. These types of accounts require sufficient identifying information to enable the cellular service provider to make a determination regarding credit worthiness and recourse in the event the consumer defaults on their contractual agreement. The information required by most cellular service providers include the customer’s personal identifying information, verified using government issued identification or other means, residential address, alternate contact phone numbers, and electronic mail (email) address(es). Additional information can include the type of service plan, additional features subscribed to, such as cloud storage and additional phones on the same account, device type and unique identifiers including IMEI and IMSI, method and source of payment information including financial institution and direct billing checking account numbers, credit or debit card numbers, and/or third-party payment processors, and customer service representative account comments and notes. 
I believe this information is relevant and material to the matter at hand as it serves multiple purposes including: identifying the subscriber to the target phone number, providing investigators with additional information and leads including subscriber address, additional phone numbers, and/or email addresses, device identifiers used to correlate any seized phones with the account, previously unidentified phones subscribed to on the same account, and financial information. I know that ownership and control of a digital device can be placed at issue through a simple denial, "that is not my phone." In my training and experience some of the best ways to establish ownership and control are by reviewing account information and subscriber records from cellular service providers.

Burner Phones:
I am aware of the ease of being able to purchase a pre-paid cellular phone, and how it has impacted law enforcement's effort when attempting to identify criminals and locate wanted felons. It becomes very difficult, sometimes impossible, to determine the identity of a subscriber when the pre-paid providers do not require the identity of the person when obtaining/purchasing a pre-paid cellular phone. From prior training and experience, I know of many cases where pre-paid phones were used by suspects to further facilitate their criminal behavior, with the intent of concealing their true identity. Despite the lack of personally identifiable information, prepaid accounts can still provide investigators with information to identify the user. By examining the call detail and specialized location records of a pre-paid target phone, investigators can examine call and text incoming and outgoing usage events to help identify co-conspirators, associates, friends and family, who could help identify the party utilizing the pre-paid phone. Additionally, pre-paid services typically require some mechanism of payment including pre-paid cards, cash payments at retail establishments, or via an online portal. The financial information may assist investigators with identifying the locations where the pre-paid cards were purchased, the location of the retail establishments used for cash payments, and/or associated online account information and Internet Protocol (IP) addresses.
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of this warrant would create an adverse result for the following reasons.

State investigation specific reasons for requesting delayed notification.
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the target of the warrant and/or the target of electronic media search by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.

CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  XXXXXX is an electronic communication information service provider within the meaning of Penal Code section 1546(e).

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.

This affidavit has been reviewed and approved for legal sufficiency by San Diego County Deputy District Attorney XXXXXX.


Given under my hand and dated this ___ day of XXXXXX, 20XX.

_______________________________









                    XXXXXX

Subscribed and sworn to before me 

this ___ day of XXXXXX 20XX 

at _______________a.m./p.m.

_____________________________

      Judge of the Superior Court
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