

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, XXX, do on oath make complaint, say and depose the following on this XXX day of XXX, 20XX:  that I have substantial probable cause to believe and I do believe that I have cause to search:
LOCATION, PROPERTY, AND/OR PERSON[S] TO BE SEARCHED

A. The records in the constructive or actual possession of the California corporation known as Lyft, Inc., 185 Berry Street, Suite 5000, San Francisco, California, 94107; email:  LER@lyft.com, the search is to include the premises and all record storage areas and all parts therein.
ITEMS TO BE SEIZED

For the following property, for the dates of XXX to XXX, to wit:  

1. All Lyft account information for user/account ID:  XXX, including, but not limited to;
a. All registration information;
b. User Names and profile names;
c. E-mail addresses and passwords;
d. Profile information;
e. Settings information (account, privacy, application);
f. Private messages in the user’s inbox, sent messages, trash/deleted messages, notifications, and updates;

g. Security questions, and answers to security questions, privacy control and credit card(s) information;
h. Chat information;
i. IP logs (which includes the date stamps of the IP logs at login), initial login IP address and account activity for the above date range; 

j. Log Information including, but not limited to, server logs, which may include information like device IP address, access dates and times, app features or pages viewed, app crashes and other system activity, type of browser, and the third-party site or service used before interacting with our Lyft;
k. Other information including name, address, phone number and other screen names that may tend to identify the user;
l. Location Information, including, but not limited to, precise location data about the trip from the Lyft app used by the Driver and/or Rider, the precise location of the device when the app was running in the foreground or background, and the approximate location from the IP address;
m. Contacts Information including, but not limited to, the address book on the device;
n. Transaction Information including, but not limited to, transaction details relating to the use of Lyft Services, including the type of service requested, date and time the service was provided, amount charged, distance traveled, and other related transaction details; 
o. Usage and Preference Information including, but not limited to, information about how the user interacts with Lyft Services, preferences expressed, and settings chosen;
p. Device Information including, but not limited to, information about the mobile device used, including, for example, the hardware model, operating system and version, software and file names and verions, preferred language, unique device identifier, advertising identifiers, serial number, device motion information, and mobile network information; 
q. Call and SMS Data including, but not limited to, communications and call data between Users/Riders and Drivers and/or company including the date and time of the call or SMS message, the parties’ phone numbers, and the content of the SMS message; and
r. Other payment providers, social media services, applications, websites, or APIs that have been linked with the subject Lyft account or that have been used to create or log into the subject Lyft account.
AFFIANT’S QUALIFICATIONS

PROBABLE CAUSE

During the course of my duties, I have learned the following information based upon my discussions with witnesses or by having read the reports of or talked with other peace officers who have spoken directly with witnesses.  All references to dates refer to the current calendar year unless otherwise stated.
I know from my training and experience that Lyft is a technology company that operates an application, website, and technology platform which provides a marketplace where persons who seek transportation to certain destinations ('riders') can be matched with persons driving to or through those destinations ('drivers') (collectively, 'Users'). Lyft does not provide transportation services, and Lyft is not a transportation carrier. Riders can use the Lyft application to request transportation from drivers via their smartphone. At the end of the ride, both the rider and driver receive a copy of the fare receipt.
I know from my experience and training that Lyft maintains their records by the User Service Accounts.  Lyft does maintain the original email address and IP (Internet Protocol) address of the profile creator.  Lyft will also maintain sign-on IP logs, sent and received messages and other subscriber information.  Additionally I know the business address where the records are stored is located at Lyft, Inc., 185 Berry Street, Suite 5000, San Francisco, California, 94107; email: LER@lyft.com.
OPINIONS AND CONCLUSIONS

Based on my training, experience, and the investigation completed to date, …
By examining all of the information on the above-listed Lyft accounts, I may be able to determine if any or all of these individuals were involved in [type of crime].  I may also be able to identify and locate other perpetrator(s) and/or person(s) who are actual witnesses, have knowledge of the incident or who can provide any background information related to potential targeted victims and/or events leading up to the incident.

REQUEST TO SEAL AFFIDAVIT
I request that this affidavit, search warrant, and supporting attachments be sealed pending further order of the court.  I make the request for the following reasons.  Without sealing, the affidavit and supporting documentation and warrant become a matter of public record within ten days.  Penal Code section 1534(a). Sealing is justified even against discovery by the defendant based on the governmental privilege that allows for the protection of the identity of informants pursuant to Evidence Code section 1041. (Swanson v. Superior Court (1989) 211 Cal.App. 3d 332.)
The sealing requested herein however, is not based on denying discovery to the defendant(s) when and if they are charged, but is being requested to merely prohibit public disclosure which could surely undermine the continuing investigation herein.   We do not wish to divulge the information contained within these documents for fear that the perpetrators will destroy evidence. I believe that disclosure of the information prior to completion of our investigation would be against the public interest because the necessity for preserving the confidentiality of the information outweighs the necessity for disclosure.  Thus, I believe the information contained within the aforementioned documents is entitled to protection provided by the official information privilege pursuant to Evidence Code section 1040 as well.   In addition, due to the sensitive nature of the matter, I request the court order sealing of the warrant and documents in support thereof pending further order of court.
DELAYED AND DEFERRED NOTICE REQUEST
Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.
I believe that there is good cause to believe that notification to the target of the electronic media search would create an adverse result for the following reasons.

My training and experience indicate that persons who learn they are being investigated will temporarily cease their criminal activity, or more likely, flee and /or destroy evidence related to the crime.  Persons being investigated also occasionally provide means of access to on-line accounts to confederates or others in the event said person(s) is apprehended so as to allow the confederates the ability to destroy any evidence of criminal activity, and protect the person in custody.  I feel certain that notification to the subscriber in this case, under all of the facts set forth in the affidavit, would cause the suspect(s) herein to hide, move their activity and/or destroy evidence, which would not only impede my investigation, but would more likely damage, possibly irreparably, the investigation herein.  State investigation specific reasons
Based on these reasons, I am requesting that notification to the target of the warrant by law enforcement be delayed for an additional ninety (90) days.
Under the federal Electronic Communications Privacy Act, 18 U.S.C. 2701 et. seq. and the California Public Utilities Commission an electronic communication service provider must notify the subscriber that law enforcement has requested the provider’s records for the subscribers account and/or device.  Law enforcement may request that said notification be delayed for a period of ninety (90) days upon a showing that notifying the subscriber would cause an adverse result in the investigation.  18 U.S.C. 2705 defines an adverse result as: endangering the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a trial.

State investigation specific reasons for requesting deferred notification.
Based on these reasons, I am requesting that notification to the electronic service subscriber by law enforcement and/or the electronic communication service provider be delayed for an additional ninety (90) days.
As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.

CUSTODIAN OF RECORDS AFFIDAVIT


The California ECPA, pursuant to Penal Code section 1546.1(d)(3) requires that when a search warrant is directed to an electronic communication service provider that the warrant be accompanied by an order directed to the service provider to require the provider to verify the authenticity of electronic information that it produces by providing an affidavit that complies with the requirements set forth in Section 1561 of the Evidence Code.  Lyft is an electronic communication information service provider within the meaning of Penal Code section 1546(e).
Therefore, based on my training and experience and the above facts, I believe that I have substantial cause to believe the above described property, or a portion thereof, will be at the above described premises when the warrant is served.

Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court.
This affidavit has been reviewed for legal sufficiency by Deputy District Attorney XXXX.
Given under my hand and dated this XXX day of XXXX, 20XX.
_______________________________
Affiant:  
Subscribed and sworn to before me 

this XXX day of XXX, 20XX, 

at _______________a.m./p.m.

_____________________________

Judge of the Superior Court
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