

IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA, 

COUNTY OF SAN DIEGO

STATE OF CALIFORNIA,
)
AFFIDAVIT FOR SEARCH WARRANT


(ss.

COUNTY OF SAN DIEGO
)
No. _______________________________
I, XXXXX, do on oath make complaint, say and depose the following on this ____day of XXXX, 2017: that I have substantial probable cause to believe and I do believe that I have cause to search:

LOCATION, PROPERTY, AND/OR PERSON(S) TO BE SEARCHED AND 

FORENSICALLY EXAMINED

A. To forensically examine a white Samsung cell phone impounded at the San Diego Police Department, located at 1401 Broadway, San Diego, CA, impounded under Barcode  number 10499474;
ITEMS TO BE SEIZED

For the following property for the dates of XXX to XXX, to wit:  

1. Utilizing the Cell Phone Forensic Tools for mobile phones, extract and analyze mobile phone data and utilizing the Computer Forensic Examination Tools image and analyze any data that constitute evidence and instrumentalities of [SPECIFIED CRIMES] occurring between [DATES SOUGHT], including communications referring or relating to a this investigation involving any or all of the persons/entities identified as [SPECIFIED INDIVIDUALS AND ENTITIES] including:
a. All communications content and records, including software, data files, deleted files, email, text (SMS/MMS or app chats), notes, or voicemail.  This data will also include attachments, source and destination addresses, and time and date information, and connection logs, images and any other records that constitute evidence and instrumentalities of [SPECIFIED CRIMES] for the dates above, including communications referring or relating to this investigation involving any or all of the persons/entities identified as [SPECIFIED INDIVIDUALS AND ENTITIES] together with indicia of use, ownership, possession, or control of such communications or information found;
b. All location data for the dates above.  Location data may be stored as GPS locations or cellular tower connection data.  Location data may be found in the metadata of photos and social networking posts, wi-fi logs, and data associated with installed applications;
c. All photographic/video/audio data and associated metadata;
d. All internet history for the dates above, including cookies, bookmarks, web history, search terms;
e. All financial information;
f. All Social Media applications;
g. All [OTHER APPLICATIONS/INFORMATION NEEDED FOR INVESTIGATION];
h. All indicia of ownership and control for both the data and the device, such as device identification and settings data, address book/contacts, social network posts/updates/tags, wi-fi network tables, associated wireless devices (such as known wi-fi networks and Bluetooth devices), associated connected devices (such as for backup and syncing), stored passwords, photographs, videos, and user dictionaries.
AFFIANT’S QUALIFICATIONS

PROBABLE CAUSE

During the course of my duties, I have learned the following information based upon my discussions with the named witnesses or by having read the reports of or talked with other SDPD officers who have spoken directly with the named witness.  All references to dates refer to the current calendar year unless otherwise stated.
OPINIONS AND CONCLUSIONS
Based on my training and experience, I believe analysis of the laptop computer, the cell phone, and the USB thumb drive will reveal evidence and/or victims of [SPECIFIED CRIME].  Also based on my training and experience, I know whether records, images, or data are stored on digital storage devices, even when they purportedly have been erased or deleted, they may still be retrievable.  

I also know based on my training and experience, that many current cellular telephones are basically small computers.  Many of them have the ability to send text messages, email messages, access the Internet, and to store mass quantities of information.  I know that many people use their phones as computers and it’s feasible that a cellular telephone could have been used in this case to communicate with additional, unidentified suspects.

Additionally, I know persons committing these criminal acts will often boast about the criminal activity to friends, associates, or co-conspirators.  This boasting is not only done verbally, but can be done in letters, notes, e-mails, instant messaging, text, or other computer and cellular phone type communications.  They often save these documents related to their crimes as memorabilia or reference material which can be located in physical form or on computers, cellular phones, or digital storage media.  

Based on my training and experience, I know that individuals who use computers in their crimes will often try to hide the digital evidence by deleting data files.  Computer forensic specialists can often retrieve these data files, even after their deletion.  Individuals who use computers in their crimes may use several different applications, operating systems, and storage devices to manage the information and communications related to these acts. 

Furthermore, based on my training and experience, I know that persons in control of digital devices leave evidence of their identification such as photographs, documents, email and text correspondence.  Such described dominion and control evidence is vital to proving control over the described property to be seized and may also exist on the subject devices.  

I request permission to seize and forensically examine the subject devices.  Computer and mobile device users frequently collect and store a great deal of software and applications on the devices or removable media.  Searching that media within a reasonable amount of time to determine which material is relevant to this investigation would be difficult and could risk destruction of the evidence.  Such examinations must be done by skilled forensic experts.

The examination required to determine whether the devices contain the items sought by requested warrant could take weeks or months.  Furthermore the storage devices may have a capacity for data which would preclude a thorough search of the same within a reasonable period.

The Regional Computer Forensics Laboratory (RCFL), and Computer and Technology Crime High Tech Response Team (CATCH) are comprised of state, local, and federal law enforcement Investigators.  The Computer Forensics Examiner’s (CFE) primary duties are the seizure and forensic examination of computers and/or digital media such as hard disks, floppy disks, removable media and mobile devices.  RCFL CFEs are either civilian, federal law enforcement officers or California peace officers.  CATCH CFEs are either federal law enforcement officers or California peace officers.  

I know from my own experience that a computer search must be completed in a sterile, neutral environment such as those areas set aside for this purpose at the RCFL and CATCH Labs, where special hardware and software will be available.  I know that a forensic examination may take days or weeks, and that it must be done in a specific manner both to guarantee the protection of the data and to assure the admissibility of the evidence for prosecution purposes.  I know that due to the transient nature of computer data, the original computer must be retained for the prosecution of the offender to refute claims of alteration to the data.  The search of a computer in the location from which it was found, such as a residence or place of business, would prevent the protection of the computer and its data, unreasonably inconvenience the owner/operator(s) of the computer(s) due to the constant law enforcement presence required to safeguard and search the computer, its peripherals and other storage media and disrupt the chain of custody of the evidence. 
SEALING 
Pursuant to People v. Hobbs (1994) 7 Cal.4th 948 [and Evidence Code sections 1040 and/or 1041, I respectfully request this affidavit and warrant/court order be sealed pending further order of court. Without sealing, the affidavit and warrant/court order become a matter of public record once a criminal case is filed. Sealing is justified even against discovery by the defendant based on the fact that public notice of the information in this affidavit and warrant/court order could jeopardize an on-going investigation of criminal activity [as well as compromise the safety of cooperating informants, expose law enforcement investigations and techniques, and reveal confidential law enforcement information.
DELAYED NOTICE REQUEST

Under the California Electronic Communications Privacy Act, Penal Code section 1546 et. seq., the target of a search warrant must be notified by law enforcement contemporaneous with the service of a Search Warrant for electronic communication information.  Notice with reasonable specificity of the nature of the investigation and copy of the warrant or written statement setting forth facts giving rise to an exigency must be provided contemporaneously with the execution of a warrant, or, in the case of exigent circumstances within three days after obtaining the information.  Pursuant to Penal Code section 1546.2(b)(1), if the court finds there is reason to believe that notification will cause an adverse result, this court has the authority to extend delayed notification to the target of this warrant for up to 90 days and shall issue the order only for the period of time that the court finds that notification will cause an adverse result.  Penal Code section 1546(a) defines adverse result as: danger to the life or physical safety of an individual; flight from prosecution; destruction of or tampering with evidence; intimidation of potential witnesses; and serious jeopardy to an investigation or undue delay of a trial.

I believe that there is good cause to believe that notification to the target of electronic media search warrant would create an adverse result for the following reasons.

State investigation specific reasons for requesting delayed notification.
Based on these reasons, I am requesting that notification to the target of electronic media search warrant by law enforcement be delayed for an additional ninety (90) days.

As required by Penal Code section 1546.1(d)(2); those items that are within the scope of this warrant will be copied and retained by investigative agents.  Investigating agents will then seal any information obtained that is unrelated to the objective of the warrant and will not further review the information absent an order from the Court.
Therefore, based on my training, experience, and the above facts, which I believe to be true, I believe I have substantial cause to believe the above described property or a portion thereof will be found on the computer equipment and the cell phones listed and it will show that those items were used to commit [SPECIFIED CRIME].


Based on the aforementioned information and investigation, I believe that grounds for the issuance of a search warrant exist as set forth in Penal Code 1524.  

I, the affiant, hereby pray that a search warrant be issued for the seizure of said property, or any part thereof, from said premise, good cause being shown therefore, and that the same be brought before this magistrate or retained subject to the order of this Court and, at the conclusion of this action, including the resolution of any and all appeals, that the property be disposed of.
    
This affidavit has been reviewed for legal sufficiency by Deputy District Attorney Tia L. Quick.


Given under my hand and dated this ____of  XXX, 20XX.








________________________________









Affiant’s name
Subscribed and sworn to before me 

this ___day of XXX 20XX, 

at _______________a.m./p.m.

_____________________________

Judge of the Superior Court
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